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Abstract

The Finnish law about the secondary use of health data has made it possible to use also the data in the
Kanta national health and social welfare data repository, the Kanta Services for secondary purposes such
as scientific research, innovation and development, education, statistics and information management.
The Kanta Services contain also a personal health record data repository, the Kanta PHR. The large amount
of health data in the Kanta Services makes it an interesting source for various secondary purposes.

This paper studies the opportunities, but also obstacles to the secondary use of Kanta data. The study
focuses on two use cases, the Kanta PHR data use and the Patient Data Repository use for disease risk
predictor development. The topic is studied by analysing laws, Kanta system documents, scientific litera-
ture, current discussions of the topic in public and three expert interviews. The literature search analysed
for relevance all articles with keyword Kanta in the Finnish Journal of eHealth and eWelfare since year
2024 and also other scientific literature discussing Kanta Services and secondary use.

The result of the Kanta PHR use case study was that although the EU General Data Protection Regulation
would allow the secondary use of the Kanta PHR data based on consent, the current Kanta Services appli-
cations do not support this at all. Disease risk predictor development is possible with Kanta patient data
repository data in scientific research, but innovation and development activities face administrative diffi-
culties because only aggregated Kanta data is allowed to use for these purposes. Information manage-
ment can make use of aggregated Kanta Services data and it can be used for benchmarking the quality of
a health delivery unit to other similar units in Finland.

While protecting the privacy of the individuals’ data in the Kanta Services, improvements to the secondary
use law are suggested. These include the easier access to non-aggregated health data for research and
development, possibilities to individuals to consent the secondary use of their Kanta PHR data and allow-
ing the use of risk calculations for automatically inviting persons at risk to health check-ups. It is also rec-
ommended that lessons are learned from the Finnish secondary use law and the European Union Euro-
pean Health Data Space law allows more flexible use of health data for secondary purposes from those
individuals that allow it.
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Introduction

Since its beginning in 2010, the functionality and
data content of the Finnish national electronic
health services, the Kanta Services has continuously
increased [1]. The Kanta Services include, among
others, the Patient Data Repository, the Prescrip-
tion service, MyKanta interface to the patients, and
the personal health record, Kanta PHR where users
can store some personal health data. Starting in
2018, also the social welfare data of their custom-
ers have begun to be included to the Kanta Client
Data Repository for Social Welfare Services. The
data to Kanta Services come from electronic health
record systems of the public and private health care
providers as required by the law. The Kanta Patient
Data Repository acts as a health information ex-
change between the health information systems of
various health delivery organisations. Kanta and its
detailed data content specifications ensure the in-
teroperability of the most common health data of
the patients as the connecting systems have to im-
plement the Kanta interfaces for input and output.

The health data in the Kanta Services belongs to the
following classes: Essential health information in-
cludes diagnoses, risk information, performed pro-
physiological
studies,

cedures, measurements, vaccina-

tions, imaging and laboratory
measurements. Some specialities have more data
specifications and possibilities to store information
than others. These are optometry, oral health care,
and emergency care. Medication information and
prescriptions are also included. The repository con-
tains also more administrative information about
the patients like the assessment of the need for
care, appointments, care plans, referral and dis-
charge messages, etc. The Kanta PHR contents, in-

cluding health and wellness information, have also
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been specified but not much such data has been
stored to the national database yet. The essential
health information is stored using HL7 Clinical Doc-
ument Architecture Release 2 (CDA R2) structures
and the PHR data using HL7 FHIR structures. More
detailed information about the contents of the data
in these classes can be found from the specification
documents in the web pages for system developers
[2] and the Kanta PHR specifications [3]. It is worth
noting that a part of the information is in narrative
text form, but only a part of the information is in
structural form, e.g. laboratory results. The propor-
tion of structural data is on the increase.

It should be noted that the amount of health data
about a person in the Kanta Services is dependent
on how much health services the individual has
used. Every visit to the services generates an entry
to the records, but a very healthy individual may
have only COVID-19 vaccination entries and dental
examination records in the system because most of
the people took this vaccination. The paper by Man-
nikko et al. presents quantitative results about the
amounts of different types of health information in
the Kanta Services [4].

Until now, the patient data in the Kanta Services
have been used mainly for the primary use, i.e. for
the health care of the individual patients. Since
2019, the Finnish law on the secondary use of
health information has allowed access also to the
information in the Kanta services for secondary
purposes [5] to improve healthcare and support re-
search and innovation activities. These secondary
uses include statistics, scientific research, develop-
ment and innovation activities, teaching, infor-
mation management, government guidance and
supervision of social and health care, and the plan-
ning and investigation tasks of the civil servants. At
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the same time, the privacy of the patient data and
the confidence of the public to the privacy of the
data was also an important objective. The second-
ary uses Kanta and other health data are explained
to the public in [6,7], and [8] including information
about how the patient can limit the uses of Kanta
and other health data in secondary use. This law
supplements the European Union General Data
Protection Regulation (GDPR) [9] enabling more
secondary use of health data than is usual in many
other European Union countries. The large amount
of data in the Kanta Services makes it a potentially
interesting source of training artificial intelligence
(Al) applications for health use. The secondary uses
are administered by the Finnish Social and Health
Data Permit Authority Findata from whom the ac-
cess requests are applied. The access requests need
to be detailed so that Findata can include correct
data fields to the result data set to be analysed in a
secure computing environment if the access re-
quest is accepted. [10]

The objective of the law about the secondary use of
health data was to simplify the administrative pro-
cesses and thus enable the easier utilization of per-
sonal-level customer data for the above-mentioned
secondary uses. The objectives of this study can be
formulated as follows:

1. How well does this law and the present Kanta
Services implementation enable the second-
ary use of health data in practise, particularly
in the development of health risk calculators,
how does it enable private enterprises to offer
products and services based on information
obtained from Kanta data, and how does it im-
prove the health care customers’ own use?

2. What changes should be made to better
achieve the objectives of the law in the areas
of objective 1?
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When large amounts of patient data are available,
it is interesting to calculate various statistics about
it. One useful form of statistics is to develop risk
predictors based on a disease outbreak and the pre-
vious health data of the same patient. Examples of
such risk calculators include the FINRISKI cardiac
event or stroke risk calculator [11], the diabetes risk
score [12], the breast cancer risk calculator [13],
and the coronary risk estimator [14].

Material and methods

The material for this study consists of various na-
tional and European Union level laws and materials
provided by the Finnish administrative organisa-
tions such as the Ministry of Social Affairs and
Health, Institute of Health and Social Welfare, the
Social Insurance Institution of Finland (Kela), the
materials related to the Kanta Services, and some
scientific literature. In the beginning, a systematic
literature review was not carried out because the
topic is so new and the essential literature about
the national Finnish Kanta system is so scarce about
the topic of this paper that the systematic review
would not have brought significant results.

In a late stage of the study, an additional literature
search was carried out. As the Kanta Services and
the law of secondary use of health data [5] are in
Finland, the search focused first to the Finnish Jour-
nal of eHealth and eWelfare. Using the broad
search term “Kanta” and limiting the time range of
the articles to years 2014-2025 (starting five years
earlier than the law of secondary use of health
data) the search resulted in 192 articles. Three of
them were relevant to this study. One more article
was found by using Andor literature search requir-
ing both the search terms “Kanta” and “secondary”
in the same article.

In addition to the literature searches, current dis-
cussions in media, blog texts and comments of the

FinJeHeW 2025;17(2) 190



Finnish Journal of eHealth and eWelfare

topic in different platforms, like LinkedIn have been
followed to gain insights to the topic. Each source
was typically reviewed by one of the authors. The
number of comments in the media and blog texts
have not been counted.

Three experts were interviewed by the first author.
A senior inspector from the Finnish Office of the
Data Protection Ombudsman was interviewed by e-
mail. A research specialist from Tampere University
who was involved in the preparation of the univer-
sity’s statement of the law of secondary use [5] was
interviewed about the interpretation and revision
of the law. The third interviewee was one of the au-
thors of the medical risk assessment paper [4] be-
cause he worked in the same company as two of the
authors of this paper. Based on the use of these
sources, an overall impression about the opportu-
nities of the secondary use of health data in Kanta
was formed, and they are illustrated through the
health risk predictor uses case. The thought process
and discussions in the research group resulted also
in suggestions to improve the situation in favour of
improved healthcare services in Finland.

Results

Personal health record data use

The availability of Kanta PHR data to health and
social welfare service providers based on the con-
sent of the individual is scheduled to be available
in the beginning of the second half of the year
2025 [15]. Concerning the secondary use, the Act
on the Processing of Social and Health Care Cus-
tomer Data (2023/703) 73§ forbids the other uses
of the Kanta PHR data. The possibility of giving a
consent to other data processing possibilities is
not given in this law. The GDPR does, however, al-
low the processing of personal data based on con-
sent. This opens possibilities for the development
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of services based on the Kanta PHR data. This re-
quires that there exists a mechanism by which this
consent can be given easily from the people’s user
interface to the Kanta PHR.

There are, however, obstacles in making use of the
Kanta PHR data for secondary purposes, related to
the input of such data to the PHR. Currently, there
are two ways of entering data to the PHR: manual
self-entry of the height, weight, heart rate, blood
pressure, and blood sugar level data to the system
and the use of certified well-being apps in entering
the data. The people have currently little incentives
to manually enter the data to the Kanta PHR be-
cause they can only view those data in the PHR
themselves and nothing else. A notebook could do
the same without the need to log in to anything.
Rinnetmaki explained in 2023 why there are cur-
rently no wellness apps that would feed data to the
Kanta PHR [16]. The main reasons were that the
sharing of the data in the Kanta PHR was only in-
tended to health professionals (in future), it was im-
possible to use the Kanta PHR for children’s data, it
cannot give alerts in real time and more im-
portantly from the app suppliers’ point of view, it is
not profitable. Additional costs were introduced to
suppliers when the cybersecurity certification be-
came compulsory in 2023, and this resulted in the
withdrawal of all participating apps from the Kanta
PHR ecosystem. The latest information is that Kanta
PHR has be set to “maintenance state” meaning
that no new developments are expected to it until
the new European Health Data Space (EHDS) regu-
lation [17] enters into force [18].

Patient data repository use study through risk pre-
diction use case

The second idea of using the Kanta data is related
to various risk calculations in regional health care
settings. These calculations could serve two pur-
poses. First, they could be used to alert individuals
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about a heightened risk of a certain disease. This
could motivate the individual to change their living
habits towards a less risky lifestyle. The second use
could have been the prediction of the need for cer-
tain types of health services to the regional popula-
tion based on the estimated risks. Urhonen studied
the possibilities of using Kanta data for individual
cardiological risk predictions [19]. The risk calcula-
tor reached moderate results, but the calculations
were often hampered by missing data from the in-
dividuals. Although the data set contained 96200
persons — a sample size exceptionally large for
Kanta-based scientific studies, there were still not
enough cardiovascular disease patients for risk pre-
dictor building according to Urhonen. Additional
problems were related to the unavailability of
death information in Kanta, short length of medical
histories and the heterogeneity of the data.

The consumption of alcohol and smoking are often
related to elevated risks in many diseases. The
Kanta records do not typically contain this infor-
mation, or it is mentioned in some narrative text
section, not in structured form. The habits of the in-
dividual may also change along the years and a six-
year-old piece of information may no longer be
valid. The individual could, in principle, enter the
smoking and alcohol consumption data to the
Kanta PHR section of the Kanta Services, but this is
currently not possible.

Concerning the second use, population morbidity
prediction, the situation is somewhat different. The
law allows the regional health service to get only
aggregated health data for information manage-
ment and resource planning form the Kanta Ser-
vices. This aggregated data may not be sufficient for
reliable risk calculations. A solution could be that
the risk calculators are developed in scientific re-
search based on an even larger dataset than that
available in Urhonen’s study [19] and that the
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Findata computing environment would calculate
these risk predictions automatically. The disad-
vantage would be that a data access request would
have to be done to Findata every time that the risk
calculations are needed, and a delay of six to ten
months would result from Findata handling the re-
quest and getting the results. The region might
want to get the information near real-time instead.

Two other risk prediction approaches were found
from the literature. Immonen et al. envisaged in
2019 that Kanta data could potentially be used for
fall risk prediction among the elderly [20]. As the
secondary use law [5] was not in force at that time,
the authors could not test the idea further. Man-
nikko et al. studied the possibility to use data stored
in Kanta as a source to the FINRISK [11] risk calcula-
tor [21]. They concluded that that population level
risk assessment is not (yet) viable based on only the
structured data in the Kanta Patient Data Reposi-
tory (PDR). Additional structured data fields would
be needed to the FINRISK calculations, and these
fields would need to be filled in, too.

The regional health delivery organisation might
want to use the risk calculator to call individuals to
health check-ups based on automatic risk calcula-
tions running in the background. The law allows
only the data collected by the region to be used as
input to such a service, not the data in the Kanta
Services. Moreover, there is another obstacle for
this kind of activity. This kind of automatic decision-
making of calling only some patients to health
check-ups may infringe the rights of those individu-
als who are not invited to check-ups and such an
activity is not allowed in this form [22].

When the data of a single individual is used in the
prediction of the health outcome of that individual,
the system that makes the prediction is a medical
device according to the definition of a medical de-
Device

vice in the European Union Medical
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Regulation (MDR) [23]. This requires that the organ-
isation that produces the risk calculator to the
health care organisation must have a quality system
in place. If the predictor is based on artificial intelli-
gence, the situation gets even more complicated.
The medical device Al systems which are required
to undergo a third-party conformity assessment,
are classified as high-risk Al systems in the Euro-
pean Union Al Act [24]. This, in turn, implies that
the Al system provider needs to fulfil the require-
ments of the standards covering 10 Al Act related
areas, specified in the European Commission’s
standardisation request [25]. This may be discour-
aging to some providers but if the healthcare cus-
tomers are willing to cover the costs, a solution may
become available.

The Al system providers face another difficulty in
developing the predictor application because the
law of secondary use of health data does not allow
the use of individual health data to innovation ac-
tivity. Only aggregated data is accessible for innova-
tion activity [5] but such data is typically not useful
for Al system training. The use of the non-aggre-
gated personal information is only possible for sci-
entific research. The Al system provider might have
to rely on scientific research projects to develop the
prediction algorithm, but this is problematic from
the MDR’s point of view because the scientific re-
searchers don’t typically work under a certified
quality system which the MDR requires. Particu-
larly, if the medical device is classified to a higher
risk class than one, the notified body assessing the
company’s conformity to MDR may want to have
access to the development data of the Al system.
This is typically not possible if the Findata officers
see too many risks in releasing the data out of the
secure processing environment even after anony-
misation. This would be problematic with respect to
the transparency requirements of the Al Act.
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Patient data repository use for service quality im-
provement

The law of secondary use of health data [5] allows
the use of aggregated Kanta data for information
management, to improve the services by compar-
ing the health region’s data to the data from other
regions. This kind of benchmarking can be useful,
and it may reveal quality problems in treating some
diseases in the region. Even the delays in getting ac-
cess to the results data caused by Findata processes
are not that harmful as the care quality develop-
ment processes are typically not time critical.

Two examples can be found in the literature en-
couraging the development of new similar services.
The cholesterol values of diabetic patients im-
proved in the city of Adnekoski when more atten-
tion was paid to them from Kanta data [26]. Fron-
delius et al. studied the feasibility of using Kanta
data as input to quality registers [27]. Despite the
limited amount of structured information and defi-
ciencies in the completeness of the information,
the relevance of the information in the Kanta Ser-
vices met the information needs of the national
quality registers.

Improvement suggestions

Some of the problems related to the law of second-
ary use of health data [5] have been recognised,
and work is undertaken to make improvements to
the law. It is understandable that the privacy of the
individuals is highly protected, but improvements
are possible without causing harm to the individu-
als. A general suggestion is to interpret the law in a
more research and development friendly way.

An essential challenge in the secondary use of
health data is the varying quality of the data. The
secondary use would benefit for more systematic
use of structured registration of the data instead of
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free-form narrative text. The needs of additional
structured data fields came up also in the studies of
Maénnikko et al. [21] and Frondelius et al. [27]. The
problem of using free-form text has been identified
in the Institute of Health and Welfare [28] and the
attempt to improve is one of the focal points in the
Kanta development plans for 2025 [29].

The role of Findata should be rethought in the revi-
sion of the law of secondary use of health data.
Findata has the monopoly in the pseudonymization
and anonymisation of health data. It should be re-
considered if these tasks were also possible to
other organisations in order to remove the Findata
bottleneck and shorten the delays to data access.
This might also lower the cost of scientific studies in
some cases. The criteria of scientific research
should be made visible so that it would be easier to
the applicants of Kanta data use to predict the out-
come of the request.

Currently, Finnish research organisations have
faced difficulties
multi-centre health research projects because of

in participating international
the requirements of the secondary use law. The
needs of these studies should be recognised, and
the law should be adjusted accordingly. The anony-
misation of the data should be easier thus enabling
the processing of the data outside the secure pro-
cessing environment which has also been felt to be
expensive. The use of the national supercomputer
resources should be administratively enabled be-
cause the advanced development of Al algorithms
sometimes requires this.

The decision of the deputy data protection om-
budsman concerning the search of individuals in
risk of a disease to be called to health check-ups
calls for a change in the law to enable this appar-
ently useful activity. While waiting for the law to
change, consents could be sought from individuals
to allow this kind of activity. The involvement of a
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health professional in the call process decision-
making could also be sufficient in making the activ-
ity possible although it would mean extra costs.

The forbidden use of health data of individual sub-
jectsininnovation activities is a major source of dis-
appointment towards the secondary use law. The
law should take the requirements of the MDR and
Al Act into account and enable the development of
algorithms for better decision support for the
health professionals. At the same time, more edu-
cation about the characteristics of the Al systems
should be given to health professionals. This would
also equip them better to carry out the human
oversight tasks mentioned in the Al Act.

The right to the secondary use of the Kanta PHR
data should be included to the secondary use law.
The right for the individual to forbid this use by a
simple button click in the PHR user interface could
be sufficient to protect the individuals most con-
cerned about their privacy. At the moment, the in-
dividual can opt out of the secondary use of his/her
health data by using the Findata portal or by filling
in a form and sending it to Findata [30].

Discussion

The initial enthusiasm of the possibilities offered by
the law of secondary use of health data and the ac-
cess to Kanta data [5] have changed to disappoint-
ments to some extent. The study revealed that
there are various obstacles which make the lever-
aging of Kanta data to secondary uses less interest-
ing than originally thought. Although the access to
health data in the Kanta services is possible accord-
ing to the law, the law restricts the use of the Kanta
health data substantially. The use of the non-aggre-
gated personal information is only possible for sci-
entific research and the delays and costs related to
this has also negatively surprised the scientific com-
munity. For this reason, the community welcomes

FinJeHeW 2025;17(2) 194



Finnish Journal of eHealth and eWelfare

the revision of the law and hopes that the second
version will correct the encountered problems at
least partly. The innovation and development activ-
ities have benefited only very little about the law so
far. The possibility to use only aggregated data for
product development is often insufficient. Wang et
al. have also discussed the problems relating to the
access to health data by private companies [31].
They recommend the policymakers to ease the pro-
cesses for companies to access health data for re-
search and development purposes. The MDR re-
quirement to store and make the data used in
product development available to a notified body’s
inspection is also in conflict with the Findata’s sys-
tem to keep the data available only a limited
amount of time.

This study has brought forward the problems re-
lated to the secondary use of personal health rec-
ord data in the Kanta Services, but it has also sug-
gested solutions to improve the situation without
incurring substantial additional costs. Although the
suggestions would be implemented, they do not
solve all the Kanta PHR related issues, like the prof-
itability of the PHR apps to their providers if the
economic models of financing these apps do not
change, too.

The health risk predictor use case presented in this
paper made the opportunities and obstacles in us-
ing the Kanta data visible. Although some com-
monly missing pieces of information like the alcohol
consumption and smoking data make some risk
predictions unreliable, there are opportunities to
predict other risks like pneumococcal disease risk
when the Kanta information request contains the
relevant variables [32]. It looks promising to con-
tinue to investigate risk prediction possibilities with
Kanta data, but the data set should be larger than
expected [32].
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The service quality improvement use case applying
information management is a relatively clear bene-
ficiary of the secondary use data because it can
make use of aggregated data. The missing death
data from the Kanta patient data repository could
be compensated using another registry to which
Findata has access.

Education is one of the allowed secondary uses of
health data. Our literature searches did not, how-
ever, find any examples of such uses. The over-
whelming majority of approved data permits are re-
lated to scientific research and only some statistics
project can also be found easily from the catalogue
of approved data permits [33]. Scientific research is
not limited to academic research institutions be-
cause some private companies have also obtained
data permits to scientific research.

The solutions to the observed problems require ad-
justments to the law of secondary use of health
data. In the European Union level, the new Euro-
pean Health Data Space (EHDS) regulation defines
also conditions for the secondary use of health data
[17]. Asthe goal of EHDS is also to support research-
ers and innovators, we hope that our observations
about the obstacles to the secondary use of Kanta
data are noticed and avoided in the EHDS. Particu-
larly the medical device manufacturers can look for-
ward to the EHDS because it does not limit their ac-
cess only to aggregated health data.

Conclusions

The possibilities of using Finnish health and well-be-
ing information in Kanta services were explored by
studying laws, materials from national actors such
as the Kanta services, scientific articles, media dis-
cussions about the topic, and conducting few ex-
pert interviews. As a result, a number of challenges
related to the use of health and well-being infor-
mation in potential

application areas were
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identified. Many of the identified challenges were
related to legislation hindering or preventing the
development of planned solutions. It was also no-
ticed that the present law does not allow the sec-
ondary use of well-being data. Other factors hinder-
ing development include the poor quality of Kanta
data, missing data fields needed in risk some calcu-
lations, and the unfinished state of the Finnish Per-
sonal Health Record (PHR) concept.

A solution plan was presented to address these
challenges, mostly by revising the law. The law
should allow consent-based use of the PHR data.
Various health risk calculators could be imple-
mented, but even more were possible if additional
health data fields were included to the Kanta data
structures and these fields were filled in. The law
should allow also the access to non-aggregated
data to innovation activities, e.g. for Al system de-
velopment. The law should enable participation to
international multi-centre studies with data from
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