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Abstract

The European Union artificial intelligence act (Al Act) establishes the rules for the application of artificial
intelligence (Al) systems within the European Union. The Al Act is to be complemented with the harmo-
nised standards that provide the presumption of conformity to the Al Act if implemented fully in the or-
ganisation that provides the Al system. The joint technical committee 21 (JTC 21) of CEN and CENELEC has
been assigned the responsibility to prepare these standards. Work is under way to develop standards for
Al risk management, Al cybersecurity, Al quality management, Quality and governance of datasets in Al,
Al trustworthiness framework and Al conformity assessment. As medical devices incorporating an Al com-
ponent are also within scope of the Al Act, these standards apply to medical devices, too. For this reason,
medical device experts need to contribute to the Al standardisation work so that the resulting standards
will be feasible in the health sector. The challenge in the work is to make several standards good and
compatible with each other in the presence of a plurality of opinions and a hurry to produce the standards
in time.
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Introduction

The Artificial Intelligence Act (Al Act) 2024/1689 of
the European Union (EU) [1] is said to be the first
ever legal framework on artificial intelligence (Al) in
the world [2]. The Al Act lays down the rules of the
development of Al systems to their providers and
the organisations that make use of the Al systems,
the deployers. The Al Act defines four levels of risks
for Al systems [2]. The Al systems which result in a
clear threat to the safety, livelihoods and rights of
people are banned altogether because the risk level
The risk Al

is unacceptable. so-called high

applications pose serious risks to health, safety or
fundamental rights. They can be deployed, but their
development and use are subject to several re-
stricting articles in the Al act. In addition to several
explicitly named use cases listed in Annex Il of the
Al Act, such applications which are required to un-
dergo a third-party conformity assessment by an-
other EU regulation are high risk Al systems. This
applies to medical devices regulated by the Medical
Device Regulation of the EU [3] incorporating and
Al component, bringing these medical devices
within the scope of the Al Act. The so-called limited
risk Al applications need to fulfil transparency
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requirements of the Al act. This means that the af-
fected persons of such systems must be made
aware that they are interacting with and Al system
instead of a human. Finally, most of the Al systems
belong to minimal risk Al applications and there a
virtually no obligations to such systems.

The articles 6 to 27 and Annexes IV, VIII, and IX of
the Al Act address particularly the high-risk Al sys-
tems. To clarify the requirements, the EU Commis-
sion has made a standardisation request M/593 [4]
to the European standardisation organisations CEN
and CENELEC to produce standards to ten topics in
the Al act in May 2023. These are:

Risk management systems for Al systems
Governance and quality of datasets used to
build Al systems

3. Record keeping through logging capabilities
by Al systems

4. Transparency and information provisions for

users of Al systems

Human oversight of Al systems

Accuracy specifications for Al systems

Robustness specifications for Al systems

Cybersecurity specifications for Al systems

O O N o W;

Quality management systems for providers
of Al systems, including post-market moni-
toring processes

10. Conformity assessment for Al systems

CEN and CENELEC Joint Technical Committee 21 Ar-
tificial Intelligence (JTC21) to responds to this
standardisation request. The overarching idea be-
hind this set of standards is that when the provider
of the Al system has fulfilled all the requirements of
these standards which are harmonised to the pur-
poses and requirements of the Al Act, the provider
has reached the assumption of conformity to the Al
Act, and it can bring its product to the market. The
purpose of this paper is to describe what are the
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intermediate results of this work and what are the
challenges that the work has encountered.

The European Commission has expressed its opin-
ion that no vertical sectors such as transport, ma-
chinery or health care should produce its sector
specific Al standards at this stage. Instead, the
standardisation experts of these vertical sectors
should contribute to the development of these hor-
izontal Al standards in such a way that they are di-
rectly applicable to these vertical sectors. For this
reason, these standards are intended to be applica-
ble to medical devices incorporating an Al compo-
nent, too.

Material and methods

The material for this study consists of the Al Act, the
standardisation request M/593, and the numerous
internal documents produced during the standard-
isation work of JTC21. The experiences gained and
opinions expressed in multiple working group
meetings of JTC21 can also be mentioned as mate-
rial to this document although the internal code of
conduct of these meetings prevent the attribution
of any unpublished statements to any individual
standardisation expert.

The methods used in standard development follow
the internal rules of CEN and CENELEC for standard
development [5]. The work needs to respect the in-
tellectual property of these standardisation organi-
sations and allow access to the working documents
only to the standardisation experts and national
mirror panel members of JTC21 in the CEN and
CENELEC member countries and to the approved li-
aison organisations of JTC21.
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Results

Al Risk management standard

The Al risk management standard is intended to be
used as an integrated part of the existing risk man-
agement system of the Al provider. It must cover
the entire life cycle of the Al system. It must address
all identified risks to health, safety or fundamental
rights of people. The definition of risk, “the combi-
nation of the probability of an occurrence of harm
and the severity of that harm” resembles that of the
risk management standard ISO 14971 [6] generally
applied by medical device manufacturers. The goal
of the standard is to identify risks, evaluate them
and mitigate the residual risks to an acceptable
level. What is new in this Al risk management stand-
ard is that it addresses also the risks to the funda-
mental rights of people, like that of right to privacy
as defined in the EU General Data Protection Regu-
lation [7]. In this case the typical risk-benefit con-
sideration is not applied, but the risk has to be re-
moved completely. The Al risk management
standard can contain a risk catalogue to help its us-
ers to identify many relevant risks although no such
catalogue can list all the potential risks in all sec-
tors.

Al cybersecurity standard

The Al cybersecurity standard identifies Al specific
security threats and specifies an Al cybersecurity
risk management process. It also specifies Al spe-
cific security controls. These include controls on
model interface and attacks in data, data exposure
controls, controls for testing and other controls, but
it does not list typical general cybersecurity controls
found elsewhere. There is a need to coordinate this
standard with the Al risk management standard so
that they are compatible to each other.
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Al quality management standard

The Al quality management standard points out the
additional requirements to an already existing man-
agement system of the provider organisation when
it develops an Al system. In the medical device do-
main, that management system is typically based
on the ISO 13485 quality management standard [8].
The purpose of the standard is to support the or-
ganisation to check that the topics 2 to 8 in the list
in the introduction section of this document are
sufficiently covered and stay at an acceptable level.
The concept of quality is slightly different from the
common understanding of quality. In the context of
the Al Act, quality means adherence to the require-
ments of the Al Act. This stems from the footnote
20 of the EU Commission’s “Blue Guide” on the im-
plementation of EU product rules [9].

Al conformity assessment standard

The Al conformity assessment standard is intended
to provide procedures and processes for conform-
ity assessment activities related to Al systems and
quality management systems of Al providers. There
already exists a family of conformity assessment
standards in the ISO CASCO toolbox [10] and the Al
conformity assessment standard can refer to these
standards. The new standard brings value by de-
scribing what Al related specialities need to be ad-
dressed in the conformity assessment of Al sys-
tems. A separate standard will probably be
produced to provide criteria for assessing the com-
petence of persons who perform conformity as-

sessments to Al systems.

Quality and governance of datasets in Al

This standard aims at specifying in more detail what
Article 10 Data and data governance in the Al Act
expects from data sets in training, testing and vali-
dating the Al model and how they are managed.

FinJeHeW 2025;17(2) 237



Finnish Journal of eHealth and eWelfare

The data sets must be representative, relevant,
complete and correct.

Al trustworthiness framework standard

In this standard, trustworthiness is defined as the
ability to meet stakeholder expectations in a verifi-
able way. This standard attempts to address the fol-
lowing aspects of Al systems in the list of the intro-
duction section: Governance and the quality of
datasets, Record keeping through logging capabili-
ties by Al systems, Transparency, Human oversight,
Accuracy specifications for Al systems, and Robust-
ness specifications for Al systems. It also contains
requirements for each life cycle stage of the Al sys-
tem. In managing bias, it refers to the document
ISO/IEC TS 12791 [11]. The Al trustworthiness
framework standard draft received more than a
thousand comments in a ballot in late 2024 and the
WG is working on them.

Other Al standards

The standards described above are not alone suffi-
cient to cover all the parts of the standardisation
request M/593. JTC21 has studied other Al stand-
ards, particularly coming from JTC1/SC42 Artificial
Intelligence [12] to fill in the identified gaps to the
standardisation request. There are several SC42
standards that fill the gaps partly, but gaps are still
remaining and need to be addressed somehow. An
example of these is the ISO 24940 Al system logging
standard being drafted in SC42.

The difficulty in using the global Al standards by
SC42 is that the features required by the Al Act may
not pass all the ballots in SC42 and the standard is
not complete in the sense of the standardisation re-
quest M/593. The European version of the SC42
standard will then need to indicate which parts of
the Al Act requirements are included in the stand-
ard and what are missing. This explanation is in the
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so-called Annex ZA of the European version of the
standard.

Discussion

The task of preparing harmonised standards to the
Al Act in the ten areas listed in the introduction
above has turned out to be a difficult one and this
short document can only scratch the surface of the
work. Still, progress has been made in all standards
described above. An additional challenge is to make
all the standards to be developed consistent to
each other. The development process involves the
reconciliation of opinions to reach sufficient con-
sensus, and the time required for this has already
resulted in postponing the deadline from April 2025
to August 2025.

The specification of the technical requirements for
Al systems requires expertise and understanding
how the requirements could work in different sec-
tors where Al systems are employed. One example
of such difficulty is the proposal to require a consul-
tation of the affected persons about their opinion
on how well the Al system respects their fundamen-
tal rights. This may be quite relevant in some con-
texts but in the case of medical devices this can be
an unnecessary burden. For example, if an embed-
ded medical device which processes physiological
signals, employs Al methodology to detect if any of
its signal cables is disconnected or contains only dis-
turbances, such consultation would not make
sense. It is therefore important, that medical device
experts contribute to the work to make the stand-
ards feasible to the health sector, too.

The results of the Al standardisation work will be
evaluated by the European Commission. Article 41
Common specifications in the Al Act states that if
the standards produced are not sufficiently good to
provide presumption to be in conformity with the
requirements of the Al Act or the standards are
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delayed too much, the Commission may establish
common specifications to be followed instead. It
will be interesting to see how the Commission suc-
ceeds in the preparation of these specifications if it
turns out that the available European standardisa-
tion experts fail in it.
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