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Abstract

The digital transformation of health is progressing rapidly worldwide, and citizens’ digital health literacy
needs to keep pace with technological advancements. To guide future research and interventions, this
study aimed to identify which digital health literacy competencies are expected to show the greatest in-
crease in importance for citizens over the next 10 years.

In this study, Finnish experts in digital health (n = 29) employed a three-round Delphi method to identify
which competencies required to promote and maintain good health and wellbeing through digital tech-
nology are expected to show the greatest increase in importance over the next 10 years. Qualitative and
guantitative methods were used.

The experts identified 20 competencies expected to show the greatest increase in importance. The top
four included the ability to adapt to and embrace technological advances and new practices, use elec-
tronic identification, evaluate the reliability of digital information and sources, and share and manage
personal information safely across various online platforms.

Based on the findings, the digital health literacy competency requirements for citizens are likely to expand
over the next 10 years. Citizens will increasingly be required to adapt to technological advances, use elec-
tronic identification, evaluate and apply digital health information, protect personal privacy, and interpret
and act on personal health data. They will also be required to navigate and access digital healthcare ser-
vices, communicate effectively in real time digital interactions, manage healthcare appointments and dig-
ital documents, interact appropriately with Al tools, and maintain healthy digital habits. These findings
should be taken into account when developing digital health literacy models, interventions, policies, and
assessment tools.
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Introduction

Digital transformation, defined as the profound in-
tegration of digital technologies into all areas of so-
ciety, including health, is advancing rapidly on a
global scale [1]. This process is driven by continuous
technological innovation and a growing demand for
cost-effective, high-quality, and personalised solu-
tions aimed at promoting population health and
wellbeing [2].

Challenged by demographic change and economic
pressures [3], Finland is among the countries at the
forefront of this digital transformation [4]. The
Finnish Ministry of Social Affairs and Health has out-
lined a bold vision for the digitalisation of social and
health care in Finland by 2030. According to this vi-
sion, citizens will be expected to promote their
health and wellbeing independently, using digital
solutions that emphasise personalisation, predic-
tion, and prevention [5]. Digital services are envis-
aged as the primary form of interaction whenever
possible [5]. Globally, optimistic scenarios echo
these trends [6], with advances in technology ena-
bling continuous biometric monitoring and encour-
aging activities that enhance wellbeing [7]. The Eu-
ropean Health Data Space (EHDS) regulation further
emphasises citizens’ control over their personal
health data within the European Union [8].

The ongoing changes in approaches to healthcare
and health promotion are part of a broader global
shift towards digital transformation, often referred
to as Health 4.0 or Health 5.0 [9,10]. Inspired by in-
dustrial revolutions, this shift integrates advanced
technologies such as artificial intelligence (Al), the
Internet of Things, big data analytics, cyber-physical
systems, cloud computing, blockchain, and robotics
into health promotion and service delivery [9,11].
Practical applications for citizens include wearable
devices, remote monitoring systems, and Al-driven
self-care tools [12]. These innovations offer a range
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of potential benefits, including improved access to
care, cost savings, personalised interventions, and
real-time nudges to support healthier behavioural
choices [13]. However, they also raise several con-
cerns, as they create new types of health infor-
mation to critically evaluate [14,15], and new layers
of personal health data to protect [16]. These con-
cerns include cybersecurity risks, limited evidence
regarding the effectiveness of interventions, an
overemphasis on individual responsibility, and the
potential to deepen existing inequities [1,13,17—
21].

One key factor influencing these inequities in this
transformation is disparities in knowledge and skills
(i.e. competencies) in using digital technologies
[22]. Acommonly used term to describe these com-
petencies is digital health literacy [23]. Traditionally
defined as the ability to appraise health information
from electronic sources and apply the knowledge
gained to addressing or solving a health problem
[24], the concept has evolved [23,25]. Studies have
suggested that digital health literacy research
should go beyond the ability to seek, assess, under-
stand, and apply online health information. In this
study, and as defined in prior work [26], digital
health literacy is understood broadly as a set of
knowledge and skills that enable citizens to pro-
mote and maintain good health and wellbeing
through digital technology. Building on this defini-
tion, a previous Delphi study was conducted to
identify 17 competencies that experts regarded as
most important for citizens. These included use of
electronic identification, general IT proficiency,
finding, evaluating and applying online health infor-
mation, personal health record use, using and nav-
igating digital health services, as well as online pri-
vacy and security competencies [26]. However, the
study focused on a short-term horizon of three
years. It remains unclear how the importance of
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these competencies is likely to evolve over a longer
term.

While current research on digital health literacy has
mainly focused on immediate needs [23,26], there
is a gap regarding the long-term view on the com-
petencies required by citizens. Digital health liter-
acy is not static; it evolves over time in response to
new technologies and changes in personal, social,
and environmental contexts [24]. As societies move
deeper into the new era of digital transformation,
greater attention is needed to proactively prepare
future competency needs to build resilience for
emerging challenges [27,28].

To guide future research, interventions, and assess-
ment tools, this study aimed to identify which digi-
tal health literacy competencies are expected to
show the greatest increase in importance for citi-
zens over the next 10 years. The research question
was: Which competencies required to promote
good health and wellbeing through digital technol-
ogy are expected to show the greatest increase in
importance over the next 10 years?

Material and methods

The data for this study were gathered through a
three-round online Delphi procedure with Finnish
digital health experts over nine weeks in the au-
tumn of 2024. The Delphi method is a structured,
multi-round approach for synthesising expert
judgements and was selected due to its capability
for rapid and anonymous data gathering and con-
sensus building on topics where knowledge is lim-
ited [29-31]. The purposeful sampling procedure
outlined by Okoli and Pawlowski [32] was used to
construct the panel of experts.

To ensure a comprehensive perspective on the re-
search question, we first identified five core disci-
plines: health literacy, health promotion, wellbeing
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technologies, health communication, and digital
healthcare. The inclusion criteria for selecting the
experts were demonstrated expertise within these
disciplines, willingness to participate, and profi-
ciency in Finnish. Expertise was established through
authorship of scientific or white-paper publications
and through professional roles (such as research-
ers, experts, managers, entrepreneurs, or educa-
tors) with recognised contributions related to the
disciplines. The research team reviewed publicly
available information to identify individuals that
met these criteria.

The researchers discussed and ranked the identi-
fied experts to select a balanced representation
across various disciplines to be invited to the Delphi
study. The experts were then contacted via email
and telephone calls to invite participation in the
study. Willingness to participate was confirmed by
written consent via email or verbal agreement over
the telephone. If the experts were unable to partic-
ipate, they were asked to nominate other experts
with similar expertise.

Three online questionnaires (Webropol) were dis-
tributed via email to the experts. Participation was
open to any round, regardless of prior involvement.
Experts provided consent for data use in accord-
ance with the attached privacy notice and con-
firmed their participation separately for each
round. Demographic questions were also included
in each round. The experts were unable to view
each other’s input. The questionnaires were pilot-
tested by two external individuals. A total of 49 ex-
perts were contacted. 31 accepted the invitation to
participate. Of these, 29 completed Round 1, 26
completed Round 2, and 23 completed Round 3.
The majority were female and aged between 40
and 60, primarily from fields of research and educa-
tion. Most participants held a doctoral degree or
had an equivalent level of education. Detailed
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participant demographics are provided in Supple-
mentary File 1. All analyses were carried out using
conventional data processing tools (Microsoft Ex-
cel).

Delphi procedure

The data for this study originated from a broader
three-round Delphi procedure, in which the first
phase, published elsewhere [26], aimed at identify-
ing key digital health literacy competencies over
the next three years. The present study focused on
how the importance of the competencies identified
for this three-year time frame was likely to change
over the next 10 years. The same first round was
used for both studies, with different follow-up
guestions applied during rounds two and three.

Round 1. The first Delphi round was aimed at en-
couraging experts to share their insights and gener-
ate items for the second round [33]. Experts were
asked an open-ended question: ‘Consider the fol-
lowing three years. What kind of digital health liter-
acy will be important for citizens to promote and
maintain good health and wellbeing for themselves
and those around them?’. Digital health literacy was
defined as ‘knowledge and skills that enable citizens
to promote and maintain good health and wellbe-
ing through digital technology’. The authors quali-
tatively reviewed the responses to remove dupli-
cates, unify terminology, and identify distinct
competencies. The generated list of competencies
formed the basis for the second round.
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Round 2. In this round, the experts were asked to
rate how the importance of each competency
would change over the next 10 years. The options
were: 1 = will decrease, 2 = will remain the same,
and 3 = will increase. The responses were analysed
guantitatively. The sums, means, modes, medians,
standard deviations, and Z-scores were examined
for each item. Agreement percentages were also
calculated by examining how many experts rated an
item in the category 1, 2, or 3. According to Dia-
mond et al. (2014), there is no gold standard for de-
termining the point of consensus in Delphi studies.
In the present study, we selected items with medi-
ans and modes = 3 and a Z-score of 20.5 for the final
round. The cut-off ensured a manageable number
of highly rated items for the final round. The chosen
cut-off was somewhat arbitrary, as there are no
universally accepted guidelines for cut-offs in the
literature [34].

Round 3. In this round, the 27 competencies most
likely (based on Round 2) to increase in importance
over the next 10 years were presented to the ex-
perts. Out of these, the experts were asked to se-
lect 10 items and rate them from 1 (will show the
greatest increase in importance) to 10 (will show
tenth greatest increase in importance). The sum
scores and Z-scores were again calculated for each
item. To identify the top competencies, a Z-score of
>0.57 was used as a cut-off value. The cut-off value
was again arbitrary and chosen for practical reasons
[34]. The flow chart of the Delphi process is pre-
sented in Figure 1.
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removing duplicates.

Round 1. Qualitative generation of competencies (n = 29 experts)
Generating a list of competencies, unifying terminology, and

l

Round 2. Quantitative rating of competencies (n = 26 experts)
71 competencies rated for perceived change in importance.
(1 =will decrease, 2 = will remain the same, 3 = will increase)

l

Round 3. Quantitative ranking of competencies (n = 23 experts)
27 competencies ranked according to increase in importance.
(greatest increase = 10 points, tenth greatest increase = 1 point)

Figure 1. Flow chart of the Delphi process.

Results

Round 1

In the first round, 29 experts took part (response
rate of 93.5%). They produced a list of 300 compe-
tencies for citizens over the next three years. The
items were systematically reviewed by the re-
searchers, and overlapping items were merged
through duplicate removal and harmonisation of
terminology. This harmonisation process also in-
volved standardising the items into a consistent for-
mat using phrases such as 'ability to’, ‘knowing
how/where’, or ‘understanding’. Most items were
framed using the verb ‘ability’ to reflect a compe-
tency-based orientation. This process resulted in a
list of 71 unique competencies, which are pre-
sented in Supplementary File 2 and were used as
the basis for the second round.

Round 2

In the second round, 26 experts participated (re-
sponse rate of 83.4%). The experts were asked to
rate how the importance of each competency
would change over the next 10 years. Very few of
the experts anticipated that any of the competen-
cies identified in Round 1 would decrease in

15.9.2026

importance over the next 10 years. Except for the
use of email to read and send messages (15.4%), no
other skill was seen as becoming less important by
more than two respondents (7.7%) (see Supple-
mentary File 2). The selected cut-off (items with
medians and modes = 3 and a Z-Score > 0.5) yielded
27 competencies most likely to increase in im-
portance over the next 10 years. These 27 compe-
tencies were then used for the third round.

Round 3

In the third and final round, 23 experts participated
(response rate of 74.0%). Here, the experts were
asked to select and rank the ten items expected to
show the greatest increase in importance over the
next 10 years. The item expected to show the great-
est increase in importance received 10 points and
the item showing the tenth greatest increase re-
ceived 1 point. The theoretical maximum sum score
for each item was 230 points. Sum scores, Z-scores,
and agreement percentages were again calculated.
The competency expected to show the greatest in-
crease inimportance was the ability to adapt to and
embrace technological advancements and new
practices (Sum = 105, Z-Score = 2.57). The top 20
items are printed in bold in Table 1.
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Table 1. Competencies expected to show the greatest increase in importance for citizens over the next
10 years to promote and maintain good health and wellbeing through digital technology, as identified by
an expert panel. The 20 highest-rated items from Round 3 are printed in bold.

. Agree Agree Agree
Competencies Sum Z-score %=10 %25 %=1-4
1.  Ability to adapt to and embrace technological advancements and new 105 2,57 46,7 73,3 26,7
practices.
Ability to use electronic identification. 89 1,87 33,3 83,3 16,7
Ability to evaluate the reliability of digital information and sources. 79 1,42 20,0 80,0 20,0
Ability to share and manage personal information safely across various 73 1,16 25,0 66,7 33,3
online platforms.

5.  Ability to apply health-related information from digital sources and make 64 0,76 10,0 70,0 30,0
informed decisions in daily life.

6.  Ability to interpret personal health and wellness data generated through 64 0,76 9,1 81,8 18,2
technology and apply it to improve health and wellbeing.
Ability to find relevant digital healthcare services. 61 0,63 0,0 63,6 36,4
Ability to contact and communicate with healthcare professionals using 59 0,54 0,0 80,0 20,0
real-time chat services.

9.  Ability to find relevant contact information online and contact healthcare 54 0,32 11,1 66,7 33,3
professionals digitally.

10. Ability to make and manage healthcare appointments electronically. 54 0,32 0,0 66,7 33,3

11. Knowing one’s rights and responsibilities in digital services and environ- 53 0,27 11,1 66,7 33,3
ments.

12. Ability to contact and communicate with healthcare professionals using 45 -0,08 0,0 30,0 70,0
real-time video consultation services.

13. Ability to submit electronic inquiries or requests for clarification. 45 -0,08 12,5 50,0 50,0

14. Ability to perform self-assessments, well-being checks, and evaluations of 44 -0,13 0,0 85,7 14,3
care needs digitally.

15. Understanding and knowing how to apply security practices to protect 42 -0,21 0,0 62,5 37,5
privacy (one’s own and that of others).

16. Ability to express thoughts and ask questions clearly in digital interac- 38 -0,39 0,0 25,0 75,0
tions and services.

17. Ability to interact with Al-based applications and chatbots. 38 -0,39 0,0 50,0 50,0

18. Ability to distinguish between human- and artificial intelligence-gener- 35 -0,52 0,0 83,3 16,7
ated information.

19. Ability to fill out electronic applications related to health and wellbeing 34 -0,57 0,0 33,3 66,7
(e.g. for support applications, service applications).

20. Ability to regulate and limit one’s use of digital devices when necessary. 34 -0,57 0,0 66,7 33,3

21. Ability to send images or measurement results for assessment to 31 -0,70 0,0 44,4 55,6
healthcare professionals.

22. Understanding the principles, opportunities, and limitations of artificial in- 28 -0,83 0,0 60,0 40,0
telligence-based applications.

23. Knowing where to find information about social and healthcare services 25 -0,97 20,0 60,0 40,0
online.

24. Ability to use digital information sources and search systems to find infor- 23 -1,06 16,7 16,7 83,3
mation.

25. Understanding the influence and methods of commercial entities in digital 23 -1,06 0,0 33,3 66,7
environments (e.g. marketing, financial interests, collection of personal
data).

26. Ability to use digital citizen portals and their features (e.g. Suomi.fi). 18 -1,28 0,0 16,7 83,3

27. Knowing various digital healthcare communication options and their differ- 7 -1,76 0,0 100,0 0,0
ences.
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Discussion

As digital health literacy continues to evolve in re-
sponse to new technologies and changing contexts
[24], understanding which competencies will in-
crease in importance is crucial. This study identified
which competencies required to promote good
health and wellbeing through digital technology are
expected to show the greatest increase in im-
portance for citizens over the next 10 years. In do-
ing so, it provides forward-looking evidence that
can be useful for educators, technology developers,
researchers, policymakers, and clinical practition-
ers. Using a three-round Delphi method, a panel of
Finnish experts identified 20 competencies ex-
pected to show the greatest increase in importance
over the next 10 years.

The competency expected to show the greatest in-
crease in importance over the next 10 years was the
ability to adapt to and embrace technological ad-
vancements and new practices. This is a broad com-
petency because it refers to an overarching ability
to remain flexible and continuously update one’s
knowledge and skills. In this sense, it reflects per-
sonal resilience to change and the meta-skill of
‘learning how to learn’ [27,28]. This may help ex-
plain its high ranking in the study. This competency
was followed by the ability to use electronic identi-
fication, which is already essential for accessing
most digital social and healthcare services in Fin-
land [35]. Those unable to use it, such as immi-
grants, may be at risk of marginalisation. While 98%
of Finland’s general population can use electronic
identification, only 88% of adult migrants are able
to do so [36]. To address this disparity, the Euro-
pean Commission aims for all key public services to
be online and all citizens to have secure electronic
identification by 2030 [37].

Competencies involving health information were
also highly ranked. Individuals proficient in these
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skills tend to manage their health better and adopt
healthier habits [38]. However, the increasing com-
plexity of digital information environments is likely
to make this process more challenging. Al-driven
tools and self-monitoring devices are expected to
introduce new types of health information that in-
dividuals must critically evaluate [12,14,15]. Global
media and technology giants with political or com-
mercial interests can also distort health information
for billions of users [39]. With only 7% of 15-year-
olds demonstrating strong critical literacy in a
global PISA study [40], integrating these skills into
national school curricula is essential [41].

These were followed by competencies related to
the safe use of digital technologies and services.
Such competencies are already highly important
[26], but the growing prevalence of self-directed
health tracking through devices, such as smart-
watches and apps, creates increasing volumes of
personal data that require careful protection [16].
This will be especially relevant as future healthcare
providers could leverage these data streams to de-
tect issues and deliver personalised recommenda-
tions [6,7,42]. In Finland, this practice is not yet
widespread but could be implemented via the na-
tional Kanta PHR [43]. The EHDS will also enable
similar use of health data, including data from med-
ical and wellness applications, provided that they
meet the security requirements set out in the regu-
lation [8].

Digital healthcare service navigation competencies
were also identified as particularly important.
These competencies enable citizens to effectively
navigate and find the services they need in increas-
ingly complex healthcare systems [44]. In Finland,
wellbeing services counties already offer digital
wellbeing services to varying extents, creating di-
verse and often confusing options for citizens [45—

47]. As digital options expand, the need to
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streamline service pathways will grow. Once citi-
zens access a service, digital interaction skills be-
come critical. This study emphasised the im-
portance of expressing thoughts clearly in digital
settings, such as chat and video consultations.
Given that Finland’s digitalisation strategy for social
and healthcare aims to make digital communication
the primary form of interaction [5], these compe-
tencies will only grow in importance.

Competencies related to Al also appeared among
the top items. Al-based chatbots can provide citi-
zens with health advice, but concerns have been
raised regarding their safety, privacy, ethical issues,
algorithmic bias, and accessibility [18]. There are
also concerns regarding the accuracy, relevance,
and quality of the information they generate [19].
Over-reliance on Al [20] and the erosion of inde-
pendent decision-making [21] are potential nega-
tive effects of its use. These warrant further explo-
the health
management. As Al technologies become capable

ration in context of personal
of producing ultra-realistic health content and
deepfakes, the ability to critically evaluate Al-gen-
erated content is likely to become a central civic

skill.

The findings from this study highlight a broad list of
competencies that are expected to increase in im-
portance for citizens over the next 10 years. In line
with a previous study [26], on which the present
study is built, many current key competencies are
projected to become even more critical over the
next 10 years. These include competencies related
to digital health information, navigating and using
digital health services, electronic identification, and
online privacy and security. However, an additional
layer of new emerging competencies will also gain
importance. These include chat and video commu-
nication, expressing oneself clearly in online set-

tings, interacting with Al-based applications,
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distinguishing between human- and Al-generated
information, performing digital self-assessments,
interpreting personal health data from wearables,
submitting electronic inquiries, understanding digi-
tal rights and responsibilities, and limiting personal
digital device use.

The study also revealed a notable pattern in Round
2: very few experts expected any of the competen-
cies identified in Round 1 to decrease in importance
over the next 10 years. This suggests that new com-
petency needs are likely to complement rather than
replace existing ones, although further research is
required to confirm this. Given Finland’s ambitious
digital health strategies [5] and existing challenges
for vulnerable groups [35], adding these require-
ments may exacerbate inequities. While lifelong
learning is needed to support citizens in developing
these competencies, equal attention must be paid
to the broader systems with which they are inter-
twined. Actions are required across political, tech-
nological, commercial, and organisational levels
[48].

Limitations and future directions

This study focused solely on identifying which com-
petencies — already viewed as relevant over the
next three years — are expected to show the great-
est increase in importance over the next 10 years.
We did not collect opinions on (potentially new)
competencies at a point 10 years from now, poten-
tially limiting some forward-looking responses. Fu-
ture research should employ inductive qualitative
methods to uncover emerging perspectives that
the present study may not have fully captured.

In Round 2, the experts were only asked to rate
whether the importance of an item would increase,
remain the same, or decrease, without addressing
the magnitude of the change. Additionally, for a
section of the published

separate survey,
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elsewhere [26], participants had rated the im-
portance of each item over the next three years us-
ing a 1-7 point Likert scale. This introduced the pos-
sibility of confusion as to whether an item already
rated as seven over the next three years still had
the potential to increase in importance in the fu-
ture.

It should also be noted that the findings were based
on the subjective input from a relatively small,
mostly female panel of Finnish experts, primarily
from the fields of research and education. As such,
the study reflects an expert-driven interpretation of
citizens’ needs, rather than citizens’ lived experi-
ences themselves. A more diverse or international
panel might yield different results. Future studies
should include broader citizen perspectives to bet-
ter reflect different contexts. Furthermore, our re-
search centred on citizens’ competencies without
considering learning difficulties or other vulnerabil-
ities. In the future, it would be valuable to examine
how the importance of these competencies varies
among different groups.

Furthermore, future studies should examine how
different actors at political, technological, commer-
cial, and organisational levels can support citizens
digital Healthcare

in using technologies.
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