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Abstract

It is well-known that security issues in medical devices, services and applications have potentially cata-
strophic consequences. To avoid compromising patient data or information systems, it is essential that
healthcare services and products meet the relevant information security and data protection require-
ments. For these reasons, the Digi-HTA assessment includes information security and data protection
assessment domains. The outcome of the Digi-HTA process is a recommendation that decision-makers
can use during the procurement process. We present results and experiences from the first assessments
made in the Digi-HTA process.

We have assessed six products so far and multiple assessments are in progress. The results indicate that
healthcare product manufacturers have found the process useful, and usually, the manufacturers have
had to improve the security of their product during the Digi-HTA process to get a favourable recommen-
dation for their product. The assessment processes have taken longer than expected due to shortcom-
ings and ambiguities in the provided self-assessment forms, and due to feedback cycles and meetings
prompted by assessment findings. Of the six assessed products, four received a green light in infor-
mation security and data protection, whereas two have received a yellow light due to issues that were
not fixed during the process. In addition to shortcomings in adhering to best practices, we have also
found exploitable security issues.
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Introduction

The term health technology covers all kinds of
treatment methods to solve health problems and
to improve the quality of life, such as medicines,
medical devices, and healthcare and medical sys-
tems. Health technology assessment (HTA) is an
evidence-based evaluation of health technologies.
Purpose of the HTA is to support decision-makers
in decisions relating to the introduction of new
health technologies. [1]

One example of how HTA can inform decision-
makers was the Managed Uptake of Medical
Methods (MUMM) program previously used in
Finland [2]. The MUMM program provided rec-
ommendations for health technologies and the
recommendations used a three-tier traffic light
model to inform decision makers.

Information for HTA reports will be collected in a

systematic, transparent, unbiased, and robust
manner by using a multidisciplinary process [3].
The full HTA reports cover nine domains: (1) the
health problem and current use of technology; (2)
description and technical characteristics of the
new technology; (3) safety assessment; (4) clinical
effectiveness; (5) economic evaluation, typically
cost-effectiveness analysis or cost-utility analysis;
(6) ethical analysis; (7) organizational aspects; (8)
social aspects; and (9) legal aspects [3,4]. Howev-
er, it is not possible to make such comprehensive
HTA reports in all cases, but information is needed
faster and with a lighter procedure, such as by
using the mini-HTA method [5]. The mini-HTA
guestionnaire was developed by Danish HTA ex-
perts and is used in Finland to perform rapid HTA

assessments [5,6].
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The increasing amount of novel digital health
technologies (DHT) pose new challenges on how to
comprehensively apply HTA activities in their as-
sessment [7-9]. However, a lot of determined work
has been done in many countries to ensure that
HTA takes into account the requirements of DHT
products [10-12]. In some countries the assess-
ment of DHT applications has also been combined
with a national reimbursement model, such as in
the DIGA process in Germany [13]. However, it
should be noted that in addition to mHealth appli-
cation the term DHT covers several different digi-
tal technologies, such as artificial intelligence (Al)
and robotics solutions and combinations of many
digital technologies [8,14]. In order to support the
evidence-based introduction of new and innova-
tive digital technologies in Finnish healthcare, the
Digi-HTA method was developed and published in
2019 [8]. Since then, Digi-HTA process has been
part of day-to-day HTA activities of the Finnish
Coordinating Center for Health Technology As-
sessment (FinCCHTA) for DHT products and pub-
lished recommendations can be found on the
FinCCHTA website [15].

Traditionally, HTA has been focusing mainly on
effectiveness, cost, and safety of health technolo-
gy, as in the MUMM program. However, during
the development of Digi-HTA, it was noted that
product usability and accessibility, as well as in-
formation security and data protection, are also
key domains to be included in the DHT assess-
ments [8]. The same trend can be seen in other
European countries. For example, European
mHealth HUB has recently evaluated available HTA
frameworks for mHealth and they stated that in-
formation security and data protection issues are
somewhat considered in the majority of the
frameworks [10]. If a DHT is insecure or does not
follow data protection requirements, it will more

likely expose organizations and end-users to major

FinJeHeW 2022;14(1) 20



Finnish Journal of eHealth and eWelfare

risks, such as financial consequences, health risks
or even death than a DHT which takes these issues
into consideration.

It is also important to keep in mind that HTA is not
the only tool that organizations can use in their
procurement process to take information security
into account. As an example, the European union
agency for cybersecurity (ENISA) has created a
guideline for how to take cybersecurity into ac-
count during procurement of healthcare services
[16]. Another source for security requirements
that can be included in the procurement is the
OWASP Application Security Verification Standard
(ASVS) [17].

In this article, we will focus on the information
security and data protection assessment domains
of Digi-HTA. We have performed information secu-
rity and data protection assessments using the
Digi-HTA criteria during 2020 and 2021. The pro-
cess produces a recommendation for each as-
sessed DHT. Organizations can use the recom-
mendation in the procurement process. This
article first explains the HTA process for healthcare
products. Then, we will introduce the Digi-HTA
framework, and the information security and data
protection criteria used in this framework [18],
which were developed in the Kyber-Terveys pro-
ject. Finally, we will discuss our findings, compare
it to other similar HTA processes and discuss how
the process could be improved in the future. The
abstract of this article was originally published the
eHealth2021 conference [19].

Digi-HTA assessment process

The overall workflow of the Digi-HTA process is
shown in Fig 1. There is no service fee for the
companies who participate in the process. In this
section we will focus on the security and data pro-
tection assessment domains, see [8] for a more
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detailed description of the whole Digi-HTA pro-
cess.

After the kick-off meeting, the company manufac-
turing the DHT product fills out the security and
data protection self-assessment form. This form is
based on the criteria developed for healthcare
procurements in the Kyber-Terveys project and
published on the Finnish national cybersecurity
centre (NCSC-FI) website [18]. The criteria has
been derived from the industry best practices and
standards. The company decides which require-
ments are relevant for their product and provides
sufficient evidence for these requirements. In ad-
dition, the company fills out a preliminary task
with information about the architecture and data
flow within the system and what kind of personal
and health data it stores and processes. The re-
sponse material will be checked by the auditor.
The auditor will create more specific questions
about the product for the company to answer if
the assessment of the product requires more in-
formation or evidence.

The information security and data protection re-
quirements in the criteria range from organization
and management security requirements, such as
those defined in the 1S027001 standard (for ex-
ample, security awareness training and risk man-
agement) to product technical security require-
ments, such as role-based access control, support
for multi factor authentication (MFA) and use of
secure data communication channels, such as
HTTPS (hypertext transfer protocol secure). Most
of the data protection requirements in the criteria
are derived from the regulation, most notably
from the general data protection act (GDPR). Table
1. presents the overview of the common infor-
mation security and data protection requirements.
This list highlights the requirements that are rele-
vant to most of the products that undergo the
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Digi-HTA process and what evidence the Digi-HTA
auditor reviews regarding these requirements.

Recommendation is the outcome of the Digi-HTA
process. Digi-HTA recommendations use a three-
tier traffic light model in five key domains of as-
sessments. Based on these five key domains, a
final statement and overall score is given the en-
tire product [8]. The traffic light model is the modi-
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fied version of the approach previously used in the
MUMM program recommendations [2]. After the
recommendation draft has been written, the audi-
tors will have a feedback meeting with the compa-
ny in which the recommendation is discussed. If
the product is going to receive a total score of six
or less, the company can drop-out of the process
in order to have time to fix the issues. In this case
the recommendation will not be published.

{ NB! Confidential process. The supplier's response material will not be published. During Digi-HTA process the name ]

of y will not be published.
Initial The company ]
meeting Company fills the supplies Digi-HTA dback ing with The w fecommendations ‘."m ke
: L on FinCCHTA
with the questionnaires Lompany. Digi-HTA
company materials kel

~ 2 months

HTA experts

I Data security and
protection

Data security and protection
preliminary task

Data security
and protection
experts

Information security and data
protection requirements for
social welfare and healthcare
procurements

Figure 1. Digi-HTA assessment process.
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Action plan on how to proceed

o Forexample, the company Recommendation Scale

Total | Definition
score
USE OF THE PRODUCT I5 RECOMMENDED

g | THERE I5 ONE THING TO CONSIDER WHEN USING THE PRODUCT

collects more information
about effectiveness, data
security vulnerabilities will
be fixed etc

A possible re-assessment
time will be agreed

The company may also
withdraw completely from
the assessment process

o

7. | THERE ABE A FEW THINGS TO CONSIDER WHE USING THE PRODUCT

o

THERE ARE MANY THINGS TO CONSIDER WHEN USING THE PRODUCT

[5e

THERE ARE CRITICAL THINGS TO CONSIDER WHEN USING THE PRODUCT
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Table 1. Overview of common security requirements and evidence that is reviewed by the Digi-HTA au-

ditor.

Category

Requirement

Evidence

Information security
risk management

Data protection &
GDPR

Security testing
Update management

Authentication &
Authorization

System monitoring

Logging

Comprehensive security risk assessment

System shall have the capability to encrypt data
using a method that is strong according to cur-
rent standards

All sensitive data shall be stored and located
within the EEA

Vendor must be in the EEA

Customer owns the collected data

System must comply with GDPR

All personal data must be located within EEA
Vendor must direct all inquiries from authorities
to the customer and wait for response

Customer owns the personal data, it must not be
used for development or testing purposes
Security testing must be included as part of soft-
ware/solution development

Vendor shall run all relevant security patches
regularly

The system has the capability to use and enforce
strong passwords according to current standards
All stored passwords shall be hashed using a
method designed for passwords that is strong ac-
cording to current standard. If this is not possible,
passwords must be encrypted.

The system shall have capability to use and en-
force multi-factor authentication

System shall have capability to enforce two-way
authentication of all system-to-system connec-
tions.

The system shall support common identity feder-
ation protocol

The system shall follow the principle of least
privilege

System shall alert when the performance level is
endangered

Vendor shall document how the system is moni-
tored and managed

Vendor shall log and report to customer any
security compromise immediately after detection
Logging system must provide reliable information
that enables tracing malicious use

Vendor shall have processes that enable generat-
ing logs about audit data access activity

System shall have capability to transfer logs to
centralized logging database

Vendor shall log both successful and unsuccessful
login attempts

Admin operations must be logged reliably
Activities concerning personal data must be
logged reliably

Security risk assessment documents

Data Protection Assessment (including
data protection risk assessment)
Privacy policy

How data is protected at-rest

Data-flow diagram

List of 3rd party services that process
personal data

Documentation about security testing
practices

Documentation about software update
practices

Documentation about the authentica-
tion system and what secondary con-
trols it supports

Documentation about how the system
supports configuring roles to restrict
access

Documentation about system monitor-
ing practices

Documentation about logging practices
How the logs are protected and audited

14.04.2022
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Hardening °

Vendor shall have an up-to-date hardening guide o

Hardening documentation

e Vendor shall ensure that only required ports and

services are enabled

e Vendor shall remove or disable all unused system

accounts
Interface security e Vendor shall provide a method for exchanging e How data is protected in-transit
data using a secure communication channel e Data-flow diagram
e Vendor system shall have the capability to ex- e What protocols and data formats the

change data using open standard communication

data formats

system uses

Results

Both the quantity and variety of DHT products is
increasing in all kinds of healthcare services. This
trend is also visible in the products that have un-
dergone or are involved in the Digi-HTA assess-
ment process: there is considerable diversity in the
technological solutions as well as the different end
users’ groups. The intended purpose of the prod-
ucts may be e.g., the self-assessment of symp-
toms, to support care or to monitor the Activities
of Daily Living (ADL). So far, all the products in-
volved in the Digi-HTA process have included an
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mHealth, web-based or desktop application. The
reviewed products have included robotic devices,
measurement sensors, communication devices,
and artificial intelligence algorithms. The different
DHT products and their application areas that have
gone through the Digi-HTA assessment process or
are already involved in the assessment process are
shown in Table 2. Most of the products utilize the
SaaS (software-as-a-service) delivery model and
therefore do not require on-premise installations.
However, sometimes the products also have an
option for on-premise deployment because some
organizations want to deploy services on-premise
instead of on cloud.
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process.
Area of Intended purpose Digital healthcare technology (DHT) End users
healthcare solution
services
Specialized care Intelligent digital service to mHealth application Patients

Rehabilitation

Home care

Primary care

monitor patients' symptoms
remotely

Digital service to support
remote monitoring in a hos-
pital environment

Exoskeleton robotic solution
to support rehabilitation

Digital platform to monitor
the status of home care
patients

Medicine dispensing robot
solution to support care

Digital service to support self-
monitoring for the symptoms
of patients and to provide
personalized care

Remote measuring and moni-
toring of health status of
patients

Web-based application

Web-based application

Integrated artificial intelligence (Al)
algorithm to improve the functionality
of the product

Monitoring device
Web-based application mHealth appli-
cation

Robotic device
mHealth application

Sensors and communication devices to
monitor the Activities of Daily Living
(ADL)

mHealth application

mHealth application

Web-based application

Robotic device
mHealth application
Web-based application

mHealth application

Web-based application

Integrated Al algorithm to improve the
functionality of the product.

mHealth application

Measuring and monitoring device with
wireless connection

Web-based application

Healthcare professionals

Healthcare professionals
Healthcare professionals

Patients

Healthcare professionals

Older adults

Elderly relatives
Healthcare professionals

Older adults
Healthcare professionals

Patients
Healthcare professionals

Patients

Healthcare professionals

We have published six recommendations so far
and two have opted out of the process. Eighteen
companies have indicated their willingness to par-
ticipate in the Digi-HTA assessment process. Four
of these companies have provided their response
material and an assessment of these products is
ongoing. Usually, manufacturers have been very
cooperative. A couple of times we have had to
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discuss with the manufacturers about which risks
are relevant and whether risks are mitigated to an
acceptable level.

The assessment of a product usually takes about
10 - 30 work hours including writing the recom-
mendation, meetings, and other communication.
However, the process from kick-off to publication
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usually spans over multiple quarters. This is mainly
due to delays in the evidence material delivery,
and due to the shortcomings and ambiguities in
the provided self-assessment forms.

Table 3. presents published Digi-HTA assessments
and traffic lights for each key assessment domain
as well as the overall recommendation for the
products. Of the six assessed products, four re-
ceived a green light in information security and
data protection, whereas two have received a
yellow light due to issues that were not fixed dur-
ing the process. Even though the purpose of the

Table 3. Published Digi-HTA assessments.
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assessment process is not to do security testing,
but to confirm if the product and manufacturer
follow the relevant best practices defined in the
assessment criteria, we have also found some
security issues. For example, one product which
later dropped out of the process had access cre-
dentials to the backend infrastructure hardcoded
into the mobile application. A malicious actor
could have read them and thus gained an access to
the personal and health data stored in the data-
base. Another product had some insecurely de-
signed features and used risky cryptographic algo-
rithms.

Effective- Cost

ness

Product

Safety

Medicine dispensing
robot solution

Exoskeleton robotic
solution to support
rehabilitation

Intelligent digital
service to monitor
patients' symptoms
remotely

Robotic solution to
support rehabilitation

Digital platform to
monitor the status of
home care patients

Digital service plat-
form for home care

14.04.2022

Information  Usability Overall recom-
security and and acces- mendation
data pro- sibility

tection
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Discussion

Digi-HTA information security and data protection
assessment process is based on the information
security and data protection criteria developed in
the Kyber-Terveys project. The auditor works in
collaboration with the manufacturer to determine
which requirements are relevant to their product
and if they meet the requirements to a satisfactory
level in relation to the risks. The audit is based on
the evidence provided by the manufacturer. The
process does not include penetration testing, code
reviews, or other technical audit activity to deter-
mine if the security controls and other security
requirements are implemented correctly. Because
of this, the process will not catch the majority of
the implementation issues, such as an incorrect
implementation of access control policy.

The purpose of the Digi-HTA assessment is to in-
form the decision-makers how well the product
meets the security requirements defined in the
assessment criteria. While the criteria used in the
assessment is based on best practices and stand-
ards, it is not comprehensive. Even if the criteria
would be comprehensive that would not guaran-
tee that the product is secure. The purpose of
security requirements is to try to minimize the
identified risks to an acceptable level. In addition,
the security control or procedure should be im-
plemented correctly, otherwise it does not miti-
gate the risk as expected. As already mentioned,
implementations of technical requirements are
not reviewed in this process. While the framework
requires that the manufacturer has procedures for
security testing, it does not currently set strict
requirements for the testing. For these reasons, it
is also essential that manufacturers perform secu-
rity testing, penetration testing, and other security
improvement activities themselves. For example,
these activities could include use of SCA (software

14.04.2022
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component analysis) or SAST (static application
security testing) tools or yearly external penetra-
tion testing.

Digi-HTA is not the only one HTA process with
information security and data protection aspects.
NHS in the UK reviews mobile health applications.
They are using the Digital Technology Assessment
Criteria (DTAC) [11]. For information security and
data protection this criteria leverages the NHS
Data Security and Protection Toolkit [20]. They
also provide detailed guides for auditors on how to
review the evidence which Digi-HTA currently does
not have. In this process they also require that the
developer provides an external penetration test
report which is not a mandatory requirement in
Digi-HTA currently.

Another HTA process, is the DiGA [13], which in-
cludes an information security and data protection
checklist that the manufacturer must fill-out. Even
though GDPR permits processing of data outside
the EU under the Articles 45 and 46, DiGA forbids
this explicitly. When they have identified a very
high need for data protection, they require a pen-
etration test report from the manufacturer as does
the to the DTAC in the UK.

The Digi-HTA recommendation should only be
used as a pre-filter and not as a replacement for
other procurement security practices. Organiza-
tions should always include their security and data
protection requirements in the procurement be-
cause a generic framework cannot include every
requirement that the customers may need, or they
may accept less risks in general. Therefore, they
may require stricter security controls and proce-
dures from the manufacturers. Secondary security
controls, such as multi factor authentication (MFA)
is one common example of this kind of security
control. Instead of incorporating these kinds of
requirements into the traffic light assessment, we
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bring up these kinds of things to consider in the
recommendation body text. For these reasons, the
IT department should always be involved in pro-
curement to ensure that the necessary security
expertise is present. We also recommend that
organizations take a look at the guideline created
by the European union agency for cybersecurity
(ENISA) for how to take cybersecurity into account
during procurement of healthcare services [16].

Currently some organizations in Finland require
that the product has a Digi-HTA recommendation
in their request for proposal. In addition to meet-
ing this requirement, manufacturers can also use
the recommendation in their public marketing
material.

The manufacturer should be aware of what securi-
ty requirements the customers expect them to
fulfil. For this, the manufacturer can use a publicly
available list of security requirements, such as the
criteria used in this assessment process, the guide
created by ENISA [16] and the Application Security
Verification Standard [17] created by the OWASP
foundation.

We are iteratively improving the assessment pro-
cess by collecting feedback via surveys. In August
2021, we updated the recommendation structure
to be more informative and to include information
about what accredited certifications the product
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