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Abstract  

Health information exchange plays a critical role in modern healthcare delivery, especially in complex in-
ter-organizational care pathways. This study describes healthcare professionals’ perspectives on patient 
safety in health information exchange, with a focus on associated socio-technical factors. In 2023, semi-
structured interviews were conducted with 21 healthcare professionals from home care, the emergency 
department, and an emergency medical team in one wellbeing services county in Finland, using a modified 
socio-technical model. Data were analyzed through content analysis, revealing 31 generic categories and 
79 subcategories aligned with the model’s eight dimensions.  

Findings emphasize the crucial role of organizational factors, including insufficient information infrastruc-
ture, lack of unified systems, and poor integration. Additionally, user-centered design and support during 
health information exchange development and health information technology procurement are lacking. 
Inter-organizational collaboration is inconsistent, and safety monitoring remains inadequate. 
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Introduction 

Since the Institute of medicine´s “To Err is Human” 
[1] health care organizations have been focusing on 
the development of patient safety by identifying 

sources of error, reporting incidents, and develop-
ing risk and safety indicators [2–4]. A key area of in-
terest has been the digitalization of healthcare ser-
vices to enhance quality, efficiency, and safety [5]. 
In this context, efficient and accurate Health 
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Information Exchange (HIE) —defined as “the elec-
tronic movement of health-related information 
among organizations according to nationally recog-
nized standards” [6]—plays a crucial role in improv-
ing patient safety by improving documentation, fa-
cilitating care coordination, and improving the 
quality of care across inter-organizational care 
pathways [7–10].  

The safety of the inter-organizational care path-
ways is compromised by deficiencies in HIE pro-
cesses and Health Information Technology (HIT) 
that captures, creates, transmits, stores, and man-
ages individuals' health data [11–13]. Patient safety 
incidents related to HIE often occur due to inaccu-
rate data entry, poorly designed user interfaces, in-
adequate system integration, and data output. 
These shortcomings can compound one another, 
adversely affecting the timeliness, quality, and 
overall safety of care delivered to multiple patients 
[14]. 

In digitalized healthcare organizations, it is crucial 
to consider the complexity of socio-technical (ST) 
factors, as adverse events frequently result from in-
cidents related to HIE [15,16]. The ST-theory is 
based on general systems and open systems theory 
[17,18], considering technical, organizational, and 
human factors as components of the system [19]. 
In healthcare, ST- analysis has been used to evalu-
ate and develop patient data management within 
health information systems [20], examine the rela-
tionship between information system adoption and 
patient safety [21–23], and develop a ST-model that 
examine HIT from both professional and patient 
perspectives [24,25]. However, previous research 
has not specifically applied the ST model to analyze 
factors affecting patient safety in the context of 
HIE. Therefore, the aim of the study was to describe 
healthcare professionals’ perspectives of patient 
safety in HIE and related ST factors according to the 

Sittig and Singh’s (2010) new ST-model [26]. The re-
search question guiding the study was: “What are 
the ST factors related to patient safety in HIE from 
homecare, emergency medical team and emer-
gency department professionals´ perspective?” 

Material and methods 

This study was conducted in three service provider 
organizations within one of Finland’s wellbeing ser-
vices counties focusing on homecare, emergency 
medical team and emergency department. Due to 
the healthcare reform implemented at the begin-
ning of 2023, responsibility for organizing social and 
health services was transferred from municipalities 
to 21 autonomous wellbeing services counties to 
streamline operations and develop digital services 
[27]. As the wellbeing services counties were rela-
tively new at the time of the study, the operational 
practices, including information systems, varied 
among the organizations studied. A qualitative de-
scriptive design was used to describe healthcare 
professionals’ perspectives through semi-struc-
tured interviews with open-ended questions [28]. 

Registered nurses, physicians, and paramedics 
(n=23) were recruited though purposive sampling 
with the assistance of nurse managers [29]. Partici-
pants were required to have a minimum of two 
years of work tenure in their current unit to ensure 
sufficient familiarity with the phenomenon under 
investigation. Two of the invited healthcare profes-
sionals did not respond to the interview invitation.  

The data was collected by the corresponding au-
thor, a patient safety trainer and developer (RN, 
PhD), between August and October 2023 through 
semi-structured interviews. Interview themes were 
based on the modified Sittig´s and Singh´s ST model 
[26]. In this study, the ST model´s dimension “inter-
nal organizational features” was modified to “inter-
nal and inter-organizational factors” due to the 
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interorganizational perspective (Table 1). The 
themes were not modified after pretesting the in-
terview with two healthcare professionals. The pre-
testing interviews were not included in the data.  

The interviews were conducted individually using 
Microsoft Teams® software and lasted 45-70 
minutes (mean 58 minutes). Data saturation was 
reached when approximately three-quarters of the 
interviews had been conducted [30]. The interviews 
were audio recorded with the consent of interview-
ees and transcribed by the corresponding author. 
Some field notes were made during the interview, 
mainly about the aspects on which the interviewee 
needed more understanding. No repeat interviews 
were conducted. 

The qualitative data were analyzed using a combi-
nation of deductive and inductive content analysis 
approaches [31,32]. The corresponding author read 
through the raw data (152 pages, with arial 10 font 
and line spacing 1,5) and transferred it to NVivo 
qualitative data analysis software (QRR Interna-
tional Pty Ltd., Version 1.6.1). The analysis con-
sisted of three phases: 1) creation of the analysis 
matrix based on the modified Sittig and Singh ST-
model; 2) data reduction and coding; and 3) extrac-
tion of data into the matrix and creation of new cat-
egories [31,32]. Units of analysis (thought patterns) 
were condensed for clarity (n=802) and to facilitate 
code generation [33]. The coding was categorized 
into an analysis matrix and further analyzed into 
sub- and generic categories via inductive content 
analysis (Fig. 1).

Table 1. Interview themes modified from Sittig and Singh’s (2010) new socio-technical model. 

STS-model dimensions Sociotechnical framework-based 
questions 

Themes (used only if needed) 

1. Hardware and software What are the technical factors influ-
encing patient safety in HIE?  

Technology-related factors and the 
functionality and usability, e.g.,  

• Structure 
• Content 
• Timeliness 
• Interoperability 
• Automatization level 

2. Clinical content 

3. Human–computer in-
terface 

4. Internal and Inter-or-
ganizational features 

What are the organizational factors in-
fluencing patient safety in HIE?  

Organization culture (variation in prac-
tices, education, attitude), e.g., 

• Safety culture 
• Workload 
• Resources 
• Interorganizational collaboration  

5. External rules and regu-
lations 

6. Measurement and mo-
nitoring 

7. People What are the human-related factors in-
fluencing patient safety in HIE? 

Human factors. e.g., 

• Competence 
• Cognitive factors 
• Psychological 
• and Physiological stressors 

8. Workflow and commu-
nication 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  458 

  

Figure 1. Process of analysis  

The analysis was conducted by the corresponding 
author with validation of the process by the second 
(MHSc) and last (PhD) authors. In addition, the anal-
ysis was validated by a panel of six experts. Their 
members have expertise in nursing and in health 
science, both in acute and home care contexts. To 
ensure reliable reporting, the consolidated criteria 
for reporting qualitative research was used [34]. 

Ethical considerations 

This study was conducted following good scientific 
practice and ethical research guidelines, consider-
ing carefully participant anonymity and maintaining 
the confidentiality and integrity of the data 
throughout the research process. All procedures 
were carefully considered and transparently 

reported by the authors. Written informed consent 
was obtained prior to participation via email. [35] 
The study was reviewed and approved by the rele-
vant academic centers on December 5, 2022 (Deci-
sion no: 216/2022) and on September 6, 2023 (De-
cision no: 165/2023) The data was handled 
according to the EU’s General Data Protection Reg-
ulation [36].  

Results 

A total of 21 healthcare professionals participated 
in the interviews (Table 2). A total of 31 generic cat-
egories and 79 subcategories of patient safety in 
HIE were identified in relation to the eight dimen-
sions of the ST model used as an analysis matrix 
(Appendix 1). 

  



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  459 

Table 2. Characteristics of participants (n=21). 

Characteristics n (%) 

Profession  

Nurse  10 (47.6) 

Physician  3 (14.3) 

Paramedic 8 (38.1) 

Gender  

Female 17 (81) 

Male 4 (19) 

Organization  

Homecare 6 (28.6) 

Emergency department 7 (33.3) 

Emergency medical team 8 (38.1) 

 

Hardware and software  

Factors related to hardware and software were in-
ductively grouped into three generic categories and 
related subcategories. An insufficient health infor-
mation infrastructure was characterized by the ab-
sence of a unified patient information system and 
ongoing challenges with system integration: The 
lack of communication between systems causes 
problems particularly in acute situations, because 
we don´t get information on time or at all (Ern7). 

Challenges related to information systems included 
variability in system performance (e.g., downtime 
and functionality problems of user IDs) as well as 
delays and real-time access to information: Often 
there is an immediate need at that very moment, 
where you are just waiting for information so that 
you can see immediately how you should act. And 
then you must wait for that information (HCn2). In 
addition, a lack of automation was noted, and the 
interoperability of mobile interfaces was perceived 

to be variable. While the KANTA system supported 
the timely output and exchange of patient infor-
mation, difficulties were reported regarding data 
storage and the transfer of data from patient infor-
mation systems to KANTA.  

Clinical content  

Factors related to clinical content were inductively 
grouped into three generic categories and related 
subcategories. Patient background information 
(e.g., contact details and the patient's current ward) 
and clinical data (e.g., medication information, 
treatment instructions) were often incomplete, 
compromising care safety. The lack of reliable infor-
mation made it difficult to accurately assess treat-
ment needs, as documentation of underlying med-
ical conditions was frequently unavailable and 
unreliable: Almost everyone has acute deterioration 
as a diagnosis. That's why that diagnosis could be 
thrown in the trash and shouldn't be used (Ern6). 
Additionally, professionals expressed concerns 
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about the transfer of data from patient examina-
tion devices to information systems. Both technical 
issues (e.g., uncertainty in transferring EKG data) 
and poor data output quality (e.g., lack of clarity in 
printouts) posed challenges to the care process. 

Human–computer interface 

Factors related to the human-computer-interface-
related were inductively grouped into five generic 
categories and related subcategories. Overall, the 
usability of the interfaces was perceived as satisfac-
tory; however, notable challenges remained, par-
ticularly in documentation. For instance, the cur-
rent interface view lacked sufficient guidance and 
structure to ensure the adequacy of information 
content.  

Manual documentation was widely used, and 
greater automation was strongly desired. As one 
participant noted, “When you must rely on your 
memory, mistakes happen. The information should 
be transferred automatically” (ERp16). The duplica-
tion of systems resulted in overlapping documenta-
tion, making data output cumbersome and time-
consuming: The patient's vital signs are written 
manually to ensure they are transferred correctly to 
other organizations’ information systems, and this 
increases the risk of errors (ERn14). 

Some integrated AI solutions were already in use to 
support decision-making, for example, “It automat-
ically calculates the NEWS score and alerts you if it 
is too low” (ERn17). Speech recognition technology 
has also become more widely adopted, and was 
perceived to facilitate documentation and acceler-
ate HIE. The variability in user-centered design dur-
ing development partly explains both the usability 
strengths and the challenges noted. Although feed-
back provided through the user interface did not al-
ways lead to improvements, the involvement of 
healthcare professionals in the development 

process was seen as a significant advantage. As one 
participant remarked, “One nurse works now in in 
that company and was attending to the develop-
ment of this user interface … and it shows“ (Ern9). 

People  

People-related factors were inductively grouped 
into five generic categories and related subcatego-
ries. Professional competence was found to be a 
significant determinant in the patient safety of HIE. 
When professionals valued HIE, they placed strong 
emphasis on its accuracy and security. As one par-
ticipant noted, “Safety issues are not thought 
through, because the HIE and documentation may 
be too familiar” (P12).  

Professional competence was related to profes-
sional training, work tenure, and age: Experienced 
professionals have tacit knowledge of how an over-
all understanding is formed and what information is 
needed (P20). Individual characteristics also influ-
enced documentation styles. Additionally, cogni-
tive features were highlighted as important for en-
suring the accuracy and thoroughness of 
documentation. As one participant emphasized, 
“You must remember to update the patient infor-
mation and be more thorough” (ERn6). 

Working conditions (Incl. work pace, workload, and 
environmental factors) were closely linked to the 
safety of HIE. Key concerns included resource limi-
tations, multiple competing tasks, and challenges 
during rush and peak periods. The lack of a calm en-
vironment was identified as a significant barrier to 
effective documentation and familiarization with 
patient information: Sometimes we don't have time 
to read the care instructions properly and things get 
left undone.... (HC2).  

Interoperability and usability challenges in HIT neg-
atively impacted work performance and 
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contributed to increased stress. As a result, there 
was reluctance to adopt new HIT features: One par-
ticipant explained, ”People are not used to using 
ready-made phrase bases and do not have the time 
to learn them” (ERp8). 

Workflow and communication  

Workflow- and communication-related factors 
were inductively grouped into five generic catego-
ries and related subcategories. The variable effec-
tiveness of HIE within the care pathway was linked 
to the presence of overlapping information systems 
and challenges in data exchange among some or-
ganizations. Overlapping systems caused delays 
and interruptions in HIE due to the need for multi-
ple logins and navigating several interfaces, which 
disrupted workflow. While HIE between the emer-
gency department and emergency medical team 
(EMT) was perceived as improving, significant is-
sues remained with HIE involving home care (HC). 
As one participant noted, “In the emergency de-
partment, the patient data from the EMT is visible, 
but we can´t see the HC patient records” (EDn14). 

Challenging working conditions (e.g., on-call times, 
overlapping tasks, and rush) compromised the 
safety of HIE. System downtimes and updates fre-
quently occurred at inconvenient times and were 
often poorly coordinated. Limited access rights to 
information systems further disrupted workflow, 
particularly during on-call times: During on-call 
time, there may be no one on call who has access to 
another system (ERp8). 

The use of paper patient records was associated 
with several security risks, including potential loss, 
compromised confidentiality, and illegibility due to 
manual entries. Additionally, challenges in access-
ing and processing records were frequently re-
ported. Consequently, there is a clear need to eval-
uate the use and reliability of paper medical 

records. As one participant noted, “Paper is just pa-
per, so it would be good to use electronic records 
and to be able to trust it” (ERp16). 

There was a need to support HIE though additional 
measures such as verbal and written communica-
tion (e.g., emails and phone calls), the creation of 
new roles focused on HIE (e.g., discharge coordina-
tor), and the implementation of procedures and 
guidelines (e.g., providing medication to patients 
upon discharge if information does not reach home 
care in time). Interprofessional cooperation, includ-
ing active patient involvement, was also empha-
sized: You call the patient and ask them where they 
are currently being cared for (HCn2). 

Internal and inter-organizational factors  

Internal- and inter-organizational-related factors 
were inductively grouped into six generic catego-
ries and related subcategories. The acquisition of 
multiple overlapping information systems led to 
lack of interoperability, and professionals reported 
limited opportunities to influence the procurement 
process. While they anticipated that the new infor-
mation system would enhance HIE, there was un-
certainty regarding its implementation timeline. 
Additionally, professionals expressed a desire for 
more through assessments of HIT readiness and us-
ability prior to deployment: The new system has 
been developed by the authorities, and the develop-
ment of usability from a paramedic perspective is 
ongoing (P13). 

The level of organizational support for professional 
competence development varied across settings. 
Both the amount and type of deployment training 
was inconsistent. Professionals were largely re-
sponsible for maintaining their own skills and ex-
pressed a need for more systematic training, partic-
ularly in the use of existing systems. As one 
participant stated, ”Systematic training in the use of 
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systems is not provided for new or senior staff” 
(HCp4). In contrast, training in information safety 
was consistently provided. Notably, a positive or-
ganizational culture around patient safety was re-
ported, encouraging open discussion and learning 
from errors: The atmosphere is such that you dare 
to share your mistakes (P14). 

The lack of support for inter-professional coopera-
tion was related to uncertainty about roles, respon-
sibilities, and guidelines followed by other organi-
zations and professionals. One of the main 
challenges was the variation in access rights to in-
formation systems across the care pathway. Partic-
ipants expressed a clear need for a shared strategy 
to manage and grant access rights. Additionally, 
professionals’ knowledge of inter-organizational 
cooperation was limited, and collaboration was 
perceived as inconsistent. Development projects 
were mentioned as a common form of cooperation 
between organizations, though engagement and 
awareness varied: Development projects are ongo-
ing, but I don´t have more knowledge about them 
(P13). 

External rules and regulations  

External rules- and regulations-related factors were 
grouped formed into two generic categories and re-
lated subcategories. The impact of health and social 
services reform, as well as legislation, on HIE was 
evident. Externally driven organizational changes 
caused ambiguities and challenges, particularly in 
quality management and inter-organizational coop-
eration, due to inconsistencies in available infor-
mation. Legislative issues also raised questions, 
such as the right to access patient records before 
direct contact: Do we have the right to check the 
data before seeing the patient (P15)? Additionally, 
concerns were expressed about the availability of 
healthcare resources, linked to budget constraints 

and the departure of staff from the healthcare sec-
tor. 

Measurement and monitoring  

Measurement- and monitoring-related factors 
were inductively categorized into two generic cate-
gories and related subcategories. The Patient safety 
reporting system, HaiPro, was the primary tool 
used to monitor incidents related to HIE. However, 
the handling of the HaiPro reports was inconsistent. 
Despite this, HaiPro was considered a valuable tool 
for raising safety awareness. Nurses and paramed-
ics typically reported HIE-related issues through 
HaiPro, whereas physicians more often reported 
problems directly to their supervisors.  

Discussion 

This study is the first to apply the ST model to ana-
lyze factors influencing patient safety in the context 
of HIE. A total of 31 generic categories and 79 sub-
categories were identified, offering a comprehen-
sive understanding of the complex interplay be-
tween technological systems and human factors 
that impact patient safety in HIE. (Appendix 1) 

HIE adverse events occur in digitalized healthcare 
organizations and are often associated with com-
plex sociotechnical factors [24,25]. In this study, the 
safety of HIE was perceived as satisfactory in certain 
areas, yet notable challenges remained. During the 
data collection, the well-being services lacked a uni-
fied information system and effective system inte-
gration, which were seen as barriers to improving 
patient safety. Participants also expressed concern 
over the limited opportunities to influence system 
procurement and reported insufficient support dur-
ing system implementation. Organizations should 
carefully evaluate whether to integrate separate 
systems or to purchase pre-integrated, multi-mod-
ular solutions. Such decisions should be guided by a 
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thorough careful assessment of the comparative 
advantages and disadvantages, considering both 
technical functionality and clinical usability [37]. 

There remains a clear need for further develop-
ment in both the hardware and software compo-
nents of HIE. Challenges such as frequent system 
updates, downtimes, delays in real-time data ac-
cess, and usability issues—alongside deficiencies in 
clinical content—were prevalent. Problems with 
system interfaces and data exchange across multi-
ple platforms is reported to cause errors that may 
impact numerous patients simultaneously [38,39]. 
Moreover, the national KANTA system was not yet 
able to fully address these issues, as also high-
lighted by Saranto et al. (2020) [40]. These short-
comings often disrupt clinical workflows and con-
tribute to the continued reliance on paper-based 
patient records [41]. This finding was echoed in the 
present study, where the use of paper records re-
mained widespread. 

The role of healthcare professionals in ensuring pa-
tient safety of HIE was clear in this study. Variability 
in the use of information systems contributed to 
delays in HIE, while inadequate documentation led 
to incomplete medication lists and missing basic pa-
tient information. Time constraints were identified 
as a key barrier to utilizing available patient data, 
and patient transfer information was not always 
communicated to the receiving organization. These 
findings align with previous research [42–44]. Bar-
riers to effective documentation are multifaceted, 
encompassing technological, organizational, social, 
and individual factors [45,46]. While the organiza-
tional culture appeared supportive of patient safety 
development, the availability of resources and op-
portunities to maintain and enhance professional 
competence varied. As supported by both this 
study and prior literature, competence in using 
health information systems is influenced by age and 

educational background [46,47]. Consequently, tar-
geted organizational support is essential—tailored 
to users’ age, prior experience with HIT, and educa-
tional level [41,48,49]. Providing consistent, struc-
tured content and comprehensive training in sys-
tem use has been shown to improve 
documentation practices among professionals [50–
53]. 

Healthcare professionals demonstrated limited 
knowledge of inter-organizational collaboration, 
and deficiencies were noted in interprofessional 
and multi-agency cooperation. Establishing strong 
inter-professional relationships is perceived as ben-
eficial, highlighting the need to prioritize and 
strengthen regional strategic collaboration be-
tween healthcare organizations [39,54,55].  

This study was conducted amid ongoing healthcare 
reform, which may have influenced the findings, as 
changes related to HIE had not yet been fully imple-
mented across all organizations. Nevertheless, this 
timing provided valuable insights into the current 
needs and preferences of healthcare professionals. 
Some participants demonstrated limited under-
standing of certain interview topics (e.g., internal 
and inter-organizational factors), prompting the re-
searcher to clarify these areas during interviews to 
ensure alignment with the study’s objectives, which 
may have influenced the data. Transcript review by 
participants for comments or corrections was not 
undertaken, as ambiguities were addressed in real 
time during the interviews. Additionally, member 
checking of the findings was not performed due to 
the limited availability of the interviewees.   

Conclusion  

Our findings highlight that organizational factors 
play a particularly crucial role among the ST ele-
ments influencing patient safety in HIE. These fac-
tors contribute to an insufficient information 
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infrastructure, characterized by the absence of a 
unified information system and challenges in suc-
cessful system integration. Moreover, there is a no-
table lack of user-centered design and adequate 
support throughout the HIE development and HIT 
procurement processes. Inter-organizational and 
interprofessional collaboration related to HIE re-
mains inconsistent. Additionally, current measure-
ments and monitoring of HIE safety are inadequate, 
underscoring the need for more comprehensive 
oversight mechanisms. Adopting a ST approach 
could significantly enhance the development and 
safety of HIE within regional healthcare systems. 

Acknowledgement 

The authors thank the research group DigiImpact 
for the validation of the analysis.  

Funding  

The author(s) received no financial support for the 
research, authorship, and/or publication of this ar-
ticle. 

Conflict of interests 

The authors declared no potential conflicts of in-
terest with respect to the research, authorship, 
and/or publication of this article 

Ethical approval and informed consent state-
ments 

This study was conducted following good scientific 
practice and ethical research guidelines. This study 
was reviewed and approved by the relevant aca-
demic centers on December 5, 2022 (research per-
mit 216/2022), and on September 6, 2023 (research 
permit 165/2023). Written informed consent was 
obtained prior to participation via email. 

References 

[1] Institute of Medicine (US) Committee on Quality 
of Health Care in America; Kohn L, Corrigan J, Don-
aldson M (eds). To Err Is Human. Building a Safer 
Health System. Washington, D.C.: National Acade-
mies Press; 2000. https://doi.org/10.17226/9728 

[2] Clancy CM. Where we are a decade after To err 
is human. J Patient Saf. 2009 Dec;5(4):199-200. 
https://doi.org/10.1097/PTS.0b013e3181c2114a 

[3] Howell AM, Burns EM, Bouras G, Donaldson LJ, 
Athanasiou T, Darzi A. Can Patient Safety Incident 
Reports Be Used to Compare Hospital Safety? Re-
sults from a Quantitative Analysis of the English Na-
tional Reporting and Learning System Data. PLoS 
One. 2015 Dec 9;10(12):e0144107. 
https://doi.org/10.1371/journal.pone.0144107 

[4] Lark ME, Kirkpatrick K, Chung KC. Patient Safety 
Movement: History and Future Directions. J Hand 
Surg Am. 2018 Feb;43(2):174-178. 
https://doi.org/10.1016/j.jhsa.2017.11.006 

[5] Peckham D. Electronic patient records, past, 
present and future. Paediatr Respir Rev. 2016 
Aug;20 Suppl:8-11. 
https://doi.org/10.1016/j.prrv.2016.06.005 

[6] Department of Health & Human Services. Report 
to the Office of the National Coordinator for Health 
Information Technology on Defining Key Health In-
formation Technology Terms. Washington DC:US: 
2008. 

[7] Cheung A, van Velden FH, Lagerburg V, Minder-
man N. The organizational and clinical impact of in-
tegrating bedside equipment to an information sys-
tem: a systematic literature review of patient data 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  465 

management systems (PDMS). Int J Med Inform. 
2015 Mar;84(3):155-65. 
https://doi.org/10.1016/j.ijmedinf.2014.12.002 

[8] Vuokko R, Mäkelä-Bengs P, Hyppönen H, Lind-
qvist M, Doupi P. Impacts of structuring the elec-
tronic health record: Results of a systematic litera-
ture review from the perspective of secondary use 
of patient data. Int J Med Inform. 2017 Jan;97:293-
303. 
https://doi.org/10.1016/j.ijmedinf.2016.10.004 

[9] McCarthy B, Fitzgerald S, O'Shea M, Condon C, 
Hartnett-Collins G, Clancy M, Sheehy A, Denieffe S, 
Bergin M, Savage E. Electronic nursing documenta-
tion interventions to promote or improve patient 
safety and quality care: A systematic review. J Nurs 
Manag. 2019 Apr;27(3):491-501. 
https://doi.org/10.1111/jonm.12727 

[10] Hyvämäki P, Kääriäinen M, Tuomikoski AM, 
Pikkarainen M, Jansson M. Registered Nurses' and 
Medical Doctors' Experiences of Patient Safety in 
Health Information Exchange During Interorganiza-
tional Care Transitions: A Qualitative Review. J Pa-
tient Saf. 2022 Apr 1;18(3):210-224. 
https://doi.org/10.1097/PTS.0000000000000892 

[11] The office of the national coordinator for 
Health information technology. Get the Facts about 
electronic health records: Advancing America’s 
health care. The office of the national coordinator 
for Health information technology [cited 14 Decem-
ber 2025]. Available from: 
https://www.healthit.gov/sites/default/files/fact-
sheets/ehrs-advancing-americas-health-care.pdf 

[12] Heart T, Ben-Assuli O, Shabtai I. A review of 
PHR, EMR and EHR integration: A more personal-
ized healthcare and public health policy. Health Pol-
icy Technol 2017;6(1):20–25. 
https://doi.org/10.1016/j.hlpt.2016.08.002 

[13] Härkönen H, Myllykangas K, Gomes J, Immo-
nen M, Kärppä M, Hyvämäki P, Jansson M. Chal-
lenges and needs in cerebrovascular disease path-
way: A qualitative descriptive study from the 
patients' and healthcare professionals' perspec-
tives. J Adv Nurs. 2024 Sep;80(9):3767-3780. 
https://doi.org/10.1111/jan.16055 

[14] Kinnunen UM, Kivekäs E, Palojoki S, Saranto K. 
Register-Based Research of Adverse Events Reveal-
ing Incomplete Records Threatening Patient Safety. 
Stud Health Technol Inform. 2020 Jun 16;270:771-
775. doi: 10.3233/SHTI200265. 
https://doi.org/10.3233/SHTI200265 

[15] Hyvämäki P, Sneck S, Meriläinen M, Pik-
karainen M, Kääriäinen M, Jansson M. Interorgani-
zational health information exchange-related pa-
tient safety incidents: A descriptive register-based 
qualitative study. Int J Med Inform. 2023 
Jun;174:105045. 
https://doi.org/10.1016/j.ijmedinf.2023.105045 

[16] Palojoki S, Mäkelä M, Lehtonen L, Saranto K. An 
analysis of electronic health record-related patient 
safety incidents. Health Informatics J. 2017 
Jun;23(2):134-145. 
https://doi.org/10.1177/1460458216631072 

[17] Abbas R, Michael K. Socio-Technical Theory: A 
review. In: Papagiannidis S (ed). TheoryHub Book. 
TheoryHub; 2022. 

[18] von Bertalanffy L. The Theory of Open Systems 
in Physics and Biology. Science.1950;111(2872):23-
29. https://doi.org/10.1126/science.111.2872.23 

[19] Baxter G, Sommerville I. Socio-technical sys-
tems: From design methods to systems engineer-
ing. Interact Comput. 2011;23(1):4–17. 
https://doi.org/10.1016/j.intcom.2010.07.003 

[20] Darko-Yawson S, Ellingsen G. Assessing and Im-
proving EHRs Data Quality through a Socio-tech-
nical Approach. Procedia Comput Sci. 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  466 

2016;98,:243–250. 
https://doi.org/10.1016/j.procs.2016.09.039 

[21] Meeks DW, Takian A, Sittig DF, Singh H, Barber 
N. Exploring the sociotechnical intersection of pa-
tient safety and electronic health record implemen-
tation. J Am Med Inform Assoc. 2014 
Feb;21(e1):e28-34. https://doi.org/10.1136/ami-
ajnl-2013-001762. 

[22] Sittig DF, Singh H. A Sociotechnical Approach to 
Electronic Health Record Related Safety. In: Sheikh 
A, Cresswell KM, Wright A, Bates DW (eds). Key Ad-
vances in Clinical Informatics: Transforming Health 
Care through Health Information Technology. Aca-
demic Press; 2017. p. 197–216. 
https://doi.org/10.1016/B978-0-12-809523-
2.00014-5 

[23] Singh H, Sittig DF. Measuring and improving pa-
tient safety through health information technology: 
The Health IT Safety Framework. BMJ Qual Saf. 
2016 Apr;25(4):226-32. 
https://doi.org/10.1136/bmjqs-2015-004486. 

[24] Bossen C. Socio-technical Betwixtness: Design 
Rationales for Health Care IT. In: Ackerman MS, 
Goggins SP, Herrmann T, Prilla M, Stary C (eds). De-
signing Healthcare That Works: A Sociotechnical 
Approach. Academic Press; 2018. p. 77–94. 
https://doi.org/10.1016/B978-0-12-812583-
0.00005-5. 

[25] Wesley DB, Schubel L, Hsiao CJ, Burn S, Howe 
J, Kellogg K, Lincoln A, Kim B, Ratwani R. A socio-
technical systems approach to the use of health IT 
for patient reported outcomes: Patient and 
healthcare provider perspectives. J Biomed Inform. 
2019;100S:100048. 
https://doi.org/10.1016/j.yjbinx.2019.100048 

[26] Sittig DF, Singh H. A new sociotechnical model 
for studying health information technology in com-
plex adaptive healthcare systems. Qual Saf Health 

Care. 2010 Oct;19 Suppl 3(Suppl 3):i68-74. 
https://doi.org/10.1136/QSHC.2010.042085 

[27] Ministry of Social Affairs and Health. Wellbeing 
services counties will be responsible for organising 
health, social and rescue services. Ministry of Social 
Affairs and Health, Department for Steering of 
Healthcare and Social Welfare; 2025 [cited June 16 
2025]. Available from: https://stm.fi/en/wellbeing-
services-counties 

[28] Kyngäs H. Qualitative Research and Content 
Analysis. In: Kyngäs H, Mikkonen K, Kääriäinen M 
(eds). The Application of Content Analysis in Nurs-
ing Science Research. Cham: Springer International 
Publishing; 2020. p. 3–11. 
https://doi.org/10.1007/978-3-030-30199-6_1 

[29] Kyngäs H, Kääriäinen M, Elo S, Kanste O, Pölkki 
T. Sisällönanalyysi suomalaisessahoitotieteellisessä 
tutkimuksessa. Hoitotiede 2011;23:138–148. 

[30] Polit D, Beck C. Nursing Research: Generating 
and Assessing Evidence for Nursing Practice. 10th 
ed. Philadelphia: Wolters Kluwer; 2017. 

[31] Kyngäs H, Kaakinen P. Deductive Content Anal-
ysis. In: Kyngäs H, Mikkonen K, Kääriäinen M (eds). 
The Application of Content Analysis in Nursing Sci-
ence Research. Cham: Springer International Pub-
lishing; 2020. p. 23–30. 
https://doi.org/10.1007/978-3-030-30199-6_3 

[32] Elo S, Kajula O, Tohmola A, Kääriäinen M. Laa-
dullisen sisällönanalyysin vaiheet ja eteneminen. 
Hoitotiede 2022;34:215–225. 

[33] Erlingsson C, Brysiewicz P. A hands-on guide to 
doing content analysis. Afr J Emerg Med. 2017 
Sep;7(3):93-99. 
https://doi.org/10.1016/j.afjem.2017.08.001. 

[34] Tong A, Sainsbury P, Craig J. Consolidated cri-
teria for reporting qualitative research (COREQ): a 
32-item checklist for interviews and focus groups. 
Int J Qual Health Care. 2007 Dec;19(6):349-57. doi: 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  467 

10.1093/intqhc/mzm042. 
https://doi.org/10.1093/intqhc/mzm042 

[35] TENK. The Finnish code of conduct for research 
integrity and procedures for handling alleged viola-
tions of research integrity in Finland. Guideline of 
the Finnish National Board on Research Integrity. 
vol. 4. 1st ed. TENK; 2023. 

[36] EUR-Lex. Regulation (EU) 2016/679 of the Eu-
ropean Parliament and of the Council of 27 April 
2016 on the protection of natural persons with re-
gard to the processing of personal data and on the 
free movement of such data, and repealing Di-
rective 95/46/EC (General Data Protection Regula-
tion). EU; 2016. http://data.eu-
ropa.eu/eli/reg/2016/679/oj 

[37] Cresswell KM, Mozaffar H, Lee L, Williams R, 
Sheikh A. Safety risks associated with the lack of in-
tegration and interfacing of hospital health infor-
mation technologies: a qualitative study of hospital 
electronic prescribing systems in England. BMJ Qual 
Saf. 2017 Jul;26(7):530-541. 
https://doi.org/10.1136/bmjqs-2015-004925 

[38] Adane K, Gizachew M, Kendie S. The role of 
medical data in efficient patient care delivery: a re-
view. Risk Manag Healthc Policy. 2019 Apr 
24;12:67-73. 
https://doi.org/10.2147/RMHP.S179259 

[39] Randell R, Abdulwahid M, Greenhalgh J, King N, 
Wright JM, Keen J. How and in what Contexts Does 
Networked Health IT Improve Patient Safety? Elici-
tation of Theories from the Literature. Stud Health 
Technol Inform. 2019 Aug 21;264:753-757. 
https://doi.org/10.3233/SHTI190324 

[40] Saranto K, Kinnunen UM, Koponen S, Kyytsö-
nen M, Hyyppönen H, Vehko T. Sairaanhoitajien val-
miudet tiedonhallintaan sekä kokemukset potilas- 
ja asiakastietojärjestelmien tuesta työtehtäviin. 

FinJeHeW 2020;12(3):212–228. 
https://doi.org/10.23996/fjhw.95711 

[41] Hyppönen H, Lumme S, Reponen J, Vänskä J, 
Kaipio J, Heponiemi T, Lääveri T. Health information 
exchange in Finland: Usage of different access types 
and predictors of paper use. Int J Med Inform. 2019 
Feb;122:1-6. 
https://doi.org/10.1016/j.ijmedinf.2018.11.005 

[42] Akbar S, Lyell D, Magrabi F. Automation in nurs-
ing decision support systems: A systematic review 
of effects on decision making, care delivery, and pa-
tient outcomes. J Am Med Inform Assoc. 2021 Oct 
12;28(11):2502-2513. https://doi.org/10.1093/ja-
mia/ocab123 

[43] Cheung A, van Velden FH, Lagerburg V, Minder-
man N. The organizational and clinical impact of in-
tegrating bedside equipment to an information sys-
tem: a systematic literature review of patient data 
management systems (PDMS). Int J Med Inform. 
2015 Mar;84(3):155-65. 
https://doi.org/10.1016/j.ijmedinf.2014.12.002 

[44] Palojoki S, Pajunen T, Saranto K, Lehtonen L. 
Electronic Health Record-Related Safety Concerns: 
A Cross-Sectional Survey of Electronic Health Rec-
ord Users. JMIR Med Inform. 2016 May 6;4(2):e13. 
https://doi.org/10.2196/medinform.5238 

[45] Bjerkan J, Valderaune V, Olsen RM. Patient 
Safety Through Nursing Documentation: Barriers 
Identified by Healthcare Professionals and Stu-
dents. Front Comput Sci. 2021;3. 
https://doi.org/10.3389/fcomp.2021.624555 

[46] Kinnunen UM, Heponiemi T, Rajalahti E, Aho-
nen O, Korhonen T, Hyppönen H. Factors Related to 
Health Informatics Competencies for Nurses-Re-
sults of a National Electronic Health Record Survey. 
Comput Inform Nurs. 2019 Aug;37(8):420-429. 
https://doi.org/10.1097/CIN.0000000000000511 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  468 

[47] Heponiemi T, Kaihlanen AM, Kouvonen A, Lee-
mann L, Taipale S, Gluschkoff K. The role of age and 
digital competence on the use of online health and 
social care services: A cross-sectional population-
based survey. Digit Health. 2022 Jan 
28;8:20552076221074485. 
https://doi.org/10.1177/20552076221074485 

[48] Kaihlanen AM, Gluschkoff K, Saranto K, Kin-
nunen UM. The associations of information sys-
tem's support and nurses' documentation compe-
tence with the detection of documentation-related 
errors: Results from a nationwide survey. Health In-
formatics J. 2021 Oct-
Dec;27(4):14604582211054026. 
https://doi.org/10.1177/14604582211054026 

[49] Lawton R, Carruthers S, Gardner P, Wright J, 
McEachan RR. Identifying the latent failures under-
pinning medication administration errors: an ex-
ploratory study. Health Serv Res. 2012 
Aug;47(4):1437-59. 
https://doi.org/10.1111/j.1475-6773.2012.01390.x 

[50] Shah T, Wilson L, Booth N, Butters O, McDon-
ald J, Common K, Martin M, Minion J, Burton P, 
Murtaugh M. Information-sharing in health and so-
cial care: Lessons from a socio-technical initiative. 
Public Money & Management, 2019;39(5):359–
363. 
https://doi.org/10.1080/09540962.2019.1583891 

[51] Singh H, Sittig DF. A Sociotechnical Framework 
for Safety-Related Electronic Health Record 

Research Reporting: The SAFER Reporting Frame-
work. Ann Intern Med. 2020 Jun 2;172(11 
Suppl):S92-S100. https://doi.org/10.7326/M19-
0879 

[52] Thew S, Leeming G, Ainsworth J. Addressing 
the Socio-Technical Challenges of Health Infor-
mation Exchange Adoption: DataWell in Greater 
Manchester. Stud Health Technol Inform. 
2018;247:790-794. 

[53] Zhang Z, Brazil J, Ozkaynak M, Desanto K. Eval-
uative Research of Technologies for Prehospital 
Communication and Coordination: a Systematic Re-
view. J Med Syst. 2020 Apr 3;44(5):100. 
https://doi.org/10.1007/s10916-020-01556-z 

[54] Felzen M, Brokmann JC, Beckers SK, Czaplik M, 
Hirsch F, Tamm M, Rossaint R, Bergrath S. Improved 
technical performance of a multifunctional pre-
hospital telemedicine system between the research 
phase and the routine use phase - an observational 
study. J Telemed Telecare. 2017 Apr;23(3):402-409. 
https://doi.org/10.1177/1357633X16644115 

[55] Engel M, van der Ark A, Tamerus R, van der 
Heide A. Quality of collaboration and information 
handovers in palliative care: a survey study on the 
perspectives of nurses in the Southwest Region of 
the Netherlands. Eur J Public Health. 2020 Aug 
1;30(4):720-727. 
https://doi.org/10.1093/eurpub/ckaa046 

 

  



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  469 

Appendix 1. Patient safety in HIE and related ST factors. 

Socio-technical dimension General categories Subcategories 
Hardware and software Insufficient healthcare in-

formation infrastructure 
Absence of a unified patient information system. 
Challenges in system integration 

Performance challenges of 
information systems 

Variability in system performance 
Delays and time access challenges  
Functionality of mobile connections 

KANTA in information ma-
nagement 

KANTA supports data output 
KANTA supports timely HIE 
Difficulties with data transfer to KANTA 
Variations in successful data storing in KANTA 

Clinical content Inadequate background in-
formation 

Ambiguities in location information 
Ambiguities in background information  

Inadequate clinical data 
for patient care 

Ambiguities in medical information 
Delays in physician documentation 
Absence of treatment instructions 
Insufficient information to assess the need for treatment 

Variability in data transfer 
from the patient examina-
tion devices 

Uncertainty in the transfer of vital-signs measurements 
from medical devices 
Uncertainty in the transfer of ECG data 

Human-computer inter-
face 

Usable functions in data 
entry 

User interface and content structure to support brows-
ing and documentation of data 
Predefined phrase bases in the interface 

Challenges in data entry Manual documentation 
Overlapping documentation 
Need for automation 

Laborious data output pro-
cess 

Duplication of systems in the data output 
Time-consuming data output  

AI-based solutions to sup-
port professionals 

Interfaces support decision making 
Speech recognition to support dictation 

User-centeredness in all 
stages of interface usage 

Variable user involvement in development 
User consultation during use and updates  

People Professional competence Professionals’ attitudes towards health information ex-
change 
Professionals’ work motivation  
Clinical competence 
Skills to use the systems along the care pathway 

Factors affecting professi-
onal competence 

Professional training 
Work tenure 
Professional´s age 

Individual characteristics 
of professionals 

Individual documentation style 
Cognitive features 



    
SCIENTIFIC PAPERS 

 

 

22.12.2025    FinJeHeW 2025;17(4)  470 

Working conditions affect-
ing professional perfor-
mance 

The impact of workload and rush 
Impact of work environment 

Changes and reliability of 
information systems af-
fecting professional per-
formance 

Pressures caused by technical inefficiencies and lack of 
availability 
Pressures caused by changes in information systems  
The use of new functions 

Workflow and commu-
nication 

Variable effectiveness of 
HIE in the care pathway 

Use of overlapping information system along the patient 
pathway 
Problems in information transfer in homecare 
Challenges in HIE between homecare and emergency 
medical team  
Challenges in HIE between homecare and emergency 
department  
Developing HIE between emergency department and 
emergency medical team 

Challenging working condi-
tions for HIE 

Overlapping tasks 
Variable readiness for updates and down times 
On-call times 

Use and risks of paper pa-
tient records 

Extensive use and risks of paper patient records  
The challenges of handling paper patient records 

Additional measures to 
support HIE 

Additional verbal and written reporting to support 
health information exchange 
Creation of new job roles to support health information 
exchange 
Existing measures and guidelines to support health in-
formation exchange 

Lack of multi-agency in-
volvement in HIE 

Interprofessional cooperation in health information ex-
change 
The role of the patient in health information exchange 

Internal and inter-organi-
zational factors 

Acquisition and renewal of 
multiple information sys-
tems 

Acquisition of overlapping information systems between 
organizations 
New systems to support the health information ex-
change  

Preparatory work of the 
organization in the system 
implementation process 

Assessment of system readiness and usability prior to 
implementation 
Variable deployment training 

Systematic support for 
competence 

Variability of systematic training and support 
Professional´s responsibility for ensuring competence 
Data security training is provided 

A positive organizational 
culture to ensure patient 
safety 

A positive atmosphere for improving patient safety 
Organizational support for the use of systems 
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Deficiencies in supporting 
interprofessional collabo-
ration 

Uncertainty of the work of other organizations and pro-
fessionals 
Variable access rights to systems 

Characteristics of interor-
ganizational cooperation 

Limited information on collaboration 
Varying cooperation 
Development projects as a tool for cooperation 

External rules and regula-
tions 

National health and wel-
fare reform and legislation 

Externally driven organizational changes 
Considering data security and patient work on the pro-
curement process  

Healthcare resources National healthcare budget 
The departure of the staff from the healthcare sector 

Measurement and moni-
toring 

HaiPro for identifying pa-
tient safety challenges 

HaiPro as a safety awareness provider 
HaiPro in the development of health information ex-
change 

Variations in the use of 
HaiPro 

Variable HaiPro reporting  
Variable processing of HaiPro reports 

Abbreviations: HaiPro = The National patient safety reporting system in Finland; KANTA = Finland's national data 
archive service 
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